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Research for this report concluded on 2005-07-15 
and is based on information available until that date. 


Note: References to organized criminal activity associated to particular ethnic-based 
organizations in this report are not meant to suggest that all members of that specific 
ethnic group are involved in organized crime or that the government of the country 
of origin or its authorized agencies permits or participates in any illegal activities. 
These references allude to the illegal activities of particular criminal organizations, 
the majority of whose members share ethnic origins. 
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Message from the Chair 
Criminal Intelligence Service Canada 
RCMP Commissioner Giuliano Zaccardelli 


We are living in ever changing and demanding times. 


Globalization, rapid technological advancements and a constantly evolving criminal landscape mean 
those of us involved in law enforcement must work harder and smarter than ever before; we must 
continue to find better ways of doing business. The release of the 2005 Annual Report by Criminal 
Intelligence Service Canada (CISC) is an excellent example of how we are rising to the challenge and 
addressing the evolution of organized crime. 


This year’s report represents a significant change from previous years. The new approach recognizes the 
changing dynamics of organized crime, and the need to highlight to the public the types of criminal 
markets most favoured by organized crime groups in Canada. 


Equally important, the 2005 report reinforces CISC’s commitment to bringing greater attention to the 
far-reaching, though often subtle, effects organized crime has on the lives of ordinary Canadians. It is 
critical that Canadians recognize and understand that they may be victims of organized crime without 
realizing it. 


Recent events involving the seizure of counterfeit prescription drugs, as well as potentially dangerous 
counterfeit household products, demonstrate that every Canadian is a possible target for organized 
criminals. Identity theft is also a growing concern, given the ease with which criminals can exploit 
today’s advanced computer systems to create new identities for themselves and others using the 
personal documents of virtually anyone. 


Law enforcement at all levels, along with organizations such as CISC, must continue to work together 
to undermine and reduce the impact of organized crime. But we must also rely on the recognition, 
understanding and involvement of Canadians in communities large and small if we are to have success 
in this battle. 


Organized crime is not some nebulous concept. It is a real and ongoing threat both to our 
communities and to our personal safety. Educating Canadians on the threat of organized crime and 
enlisting their support in protecting their community by reporting crime and obeying the laws 1s 
crucial to our collective efforts. 


I am proud of the achievements of CISC and would like to thank the entire criminal intelligence 
community for its collaboration and excellent work in creating this document. 


A dead 
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Message from the Director General 
Criminal Intelligence Service Canada 
Sandra Conlin 


CISC, as the voice of the Canadian criminal intelligence community, represents a truly integrated and 
co-operative effort within the law enforcement community. 


The combined efforts of CISC’s members enable us to produce strategic products and services which 
comprehensively assess the threat of organized and serious crime in Canada. The resulting strategic 
assessments provide the foundation for the development of more effective policy and strategies to 
reduce the negative effects of crime on our communities. 


This report is part of Criminal Intelligence Service Canada’s commitment to inform Canadians on 
significant organized and serious crime activities across the country and their negative effects on our 
communities. 


Organized crime affects each and every Canadian. We feel its effects through higher insurance costs, 
increased incidents of fraud against individuals and businesses, deteriorating health caused by the illicit 
drug trade, or fear for our safety and security in our neighborhoods and on our streets. 


As clearly illustrated in this year’s report, the nature of organized crime groups is continuously 
evolving. These groups are no longer bound by a geographic location or ethnic origins. Criminal 
organizations are increasingly diverse and focused on multiple criminal activities. As such, the law 
enforcement community must also adapt in order to successfully disrupt and dismantle these organized 
crime groups and networks. 


For this reason, we have restructured this year’s report to highlight organized crime activities and their 
negative social and economic impacts on our communities in all regions of Canada. We hope that you 


will find this information both useful and of interest. 


In closing, I would also like to extend my sincere gratitude to all CISC members, bureaus and 
employees for their valuable contributions to this report. 


pes is 
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Criminal Intelligence 
Service Canada 


Established in 1970, Criminal Intelligence Service Canada (CISC) unites 
the Canadian criminal intelligence community by providing leadership 
and expertise to CISC member agencies in their integrated efforts to 
detect, reduce and prevent organized and serious crime affecting Canada. 


CISC consists of a Central Bureau in Ottawa that liaises with and collects 
information and intelligence from nine Provincial Bureaus. The Provincial 
Bureaus, which operate independently while maintaining common 
service delivery standards, are located in each province with the exception 
of Prince Edward Island whose interests are served by Criminal 
Intelligence Service Nova Scotia. The Yukon Territory is served by 
Criminal Intelligence Service British Columbia, while the Northwest 
Territories and Nunavut are represented by Criminal Intelligence Service 
Alberta and Criminal Intelligence Service Ontario, respectively. 


Locations of the Central and 
Provincial Bureaus 
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CISC has two levels of membership. Level I membership in CISC is 
restricted to federal, provincial, regional or municipal police services 
and agencies that are responsible for the enforcement of federal and 
provincial statutes and have a permanent criminal intelligence unit. 
Level II membership in CISC may be granted to a police service or 
agency responsible for the enforcement of federal or provincial statutes 
unable to meet the qualifications of Level I membership. The intelligence 
and specialized units of these law enforcement agencies supply their 
Provincial Bureaus with criminal intelligence and raw data related to 
organized and serious crime issues affecting Canada for further analysis 
and dissemination. 


The CISC Executive Committee is the governing body for CISC. It is 
chaired by the Commissioner of the RCMP and comprised of 22 leaders 
from Canada’s law enforcement community. This Committee meets 
twice annually to review the operation of CISC and to decide on 
communal goals. The Director General of CISC, who heads the Central 
Bureau, is secretary to the CISC Executive Committee and coordinates 
the efforts of all Provincial Bureaus in the production and delivery of 
national strategic criminal intelligence products and services. The 
Directors of the Provincial Bureaus meet twice annually with the 
Director General of CISC to discuss organized crime issues and forward 
recommendations and resolutions to the Executive Committee. 


The staff of the Central Bureau consists of RCMP employees and 
secondments from other police departments and government agencies. 
Secondments at the Central Bureau currently include: Canada Border 
Services Agency, Department of National Defence, Ontario Provincial 
Police, Ottawa Police Service, Service de Police de la Ville de Montréal 
and the Streté du Québec. CISC’s Central Bureau receives administrative 
and financial support from the RCMP through its National Police 
Services!. 


ACIS 


CISC’s member agencies collaborate in the collection, collation, 
evaluation, analysis and dissemination of criminal intelligence by 
contributing to the Automated Criminal Intelligence Information System 
(ACHS), an on-line computer database. ACHS is CISC’s national 
repository for criminal intelligence and information on organized and 
serious crime. The Central Bureau is the custodian of ACIIS and manages 
it on behalf of, and in consultation with, all CISC member agencies. 


Under the stewardship of the RCMP, the National Police Services provides essential, front-line 
support services to the law enforcement community in Canada and abroad, in particular, forensic 
analyses of criminal evidence; criminal records, information and identification services; enhanced 
learning opportunities, and coordination of criminal information and intelligence. 
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About this report 


The CISC Annual Report on Organized Crime in Canada is published to 
inform and educate the public. Organized crime is a threat to public 
safety and to all Canadians. The activities and workings of criminal 
organizations are often complex and can be hidden from the everyday 
world. With this report, CISC seeks to make the negative socio-economic 
effects of organized crime visible and of concern to every individual, 
community and region in Canada. One of the keys to success in the fight 
against organized crime is partnerships between law enforcement agencies 
as well as with policy makers and the public. 


In previous years, CISC reported on organized crime under broad-based 
cultural-geographic groupings. As noted in the 2004 Annual Report, CISC 
recognizes that these cultural-geographical-based categories, while valid 
in some instances, are proving to be problematic in that the membership 
of some crime groups is becoming ethnically diverse with diminishing 
linkages to culture, language and homelands. In addition, the composition 
of some crime groups is becoming more fluid and temporary. 
Furthermore, it has also become evident that there are numerous other 
crime groups that do not readily fit under previously identified broad- 
based cultural-geographic groupings, but who are also engaged in serious 
criminal activities, many at levels which equal or surpass crime groups 
that CISC previously reported on in past years. 


In recognition of the changing and increasingly complex dynamics of 
organized crime and its activities, the 2005 Annual Report has shifted its 
focus and structure from past years. The report is divided into two 
principal sections. The first section focuses on the characteristics of and 
the methods used by organized crime groups, while the second section 
highlights various criminal markets in Canada. Combined, both sections 
seek to provide the public with a better understanding of the direct and 
indirect negative effects of organized crime and its illegal activities. 


In addition to text boxes to illustrate some of the criminal activities 
discussed in this report, readers will note a number of quotations in the 
margins of this report. These quotations, provided by members of the 
CISC Executive committee as well as selected stakeholders (Canadian 
Bankers Association, Canadian Standards Association, Financial 
Transactions and Reports Analysis Centre of Canada and the Insurance 
Bureau of Canada), are intended to highlight the negative effects of 
organized crime on various communities and legitimate business sectors 
across Canada. 
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Information contained in this report is based on research of open source 
material as well as intelligence and investigation reports from Canadian 
and international law enforcement agencies received by CISC throughout 
the year. In particular, CISC relies on its member agencies across Canada 
to provide valuable information on organized crime activities and trends 


in Canada. 
The report covers information from the previous year up to July 15, 2005. 


This report is also available on CISC’s website at: www. cisc.gc.ca 
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Executive Summary 


The 2005 CISC Annual Report on Organized Crime in Canada is published 
to inform and educate the public. In recognition of the changing and 
increasingly complex dynamics of organized crime and its activities, 
CISC has shifted the focus of this report. The report is divided into two 
principal sections. The first section focuses on the characteristics of and 
the methods used by organized crime groups, while the second section 
highlights various criminal markets in Canada. Combined, both sections 
seek to provide the public with a better understanding of the direct and 
indirect negative effects of organized crime and its illegal activities on the 
lives of Canadians and their communities. 


By its very nature, organized crime in Canada takes advantage of a 
multitude of opportunities that will bring them profit. They are as a result 
increasingly networked, often engaging in co-operative criminal ventures 
based upon mutual need. Organized crime also employ key methods, such 
as violence and technology, which help facilitate their various ventures 
and ensure their success over the long term. Violence and intimidation 
remain important elements as organized crime members and associates 
regularly use them to protect and promote the group’s criminal identity, 
interests, territory and activities. 


That many organized crime groups have the capacity to move 
commodities both into and out of Canada, whether through any of 

the land, air and marine border areas, is reflective of their level of 
sophistication. Many of the more powerful organized crime groups are 
able to exert their influence and facilitate connections between regions 
and the national and international criminal marketplace. Organized 
crime’s presence in certain major metropolitan areas, including southern 
Quebec and Ontario, the B.C. Lower Mainland, as well as other urban 
centres with access to major transportation routes remain key in 
facilitating criminal operations throughout the country. 


Organized crime’s business largely surrounds their involvement in 
criminal markets. Criminal markets are dynamic and evolve over time 

as they react to market forces that also include competition from other 
organized crime groups, technological innovation, and law enforcement 
action. Many criminal markets emerge when organized crime identifies 
and exploits loopholes in legal markets (i.e. regulatory) that then become 
profitable market niches for it. There are also purely criminal markets, 
with no equivalents in the legitimate economy, such as the one in illicit 
drugs that involves providing illegal goods and services. It is the current 
scope and dynamics of organized criminal activity within Canada, and the 
degree to which they impact society, that are of concern to law 
enforcement and expressed within this report. 
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Criminal markets often involve illegally moving commodities, such as 
tobacco and firearms across borders, whether at a inter-provincial, national 
or international level. Due to the particularly lucrative nature of the illicit 
drugs market, organized crime remains extensively involved. Organized 
crime either directly controls or indirectly influences all aspects of the 
illicit drug industry whether it be cultivation, manufacture, importation or 
distribution. 


Financial crimes, including money laundering, intellectual property rights 
crime and identity theft, are facilitated in large measure by technological 
advances, specifically in information and communication technologies. 
These types of crimes in particular take advantage of processes and 
institutions within the legitimate economy. Certain financial crimes, 
such as money laundering and identity theft are also used as vehicles 

to facilitate other crimes, particularly fraud. Information and 
communication technologies have also helped to facilitate the sexual 
exploitation of children (SEOC) by fostering connections between 
like-minded individuals and identifying potential victims, as well as a 
way to exchange and store vast amounts of data. 


Additional criminal markets highlighted within this report, in which 
organized crime is involved and operate at an international level, are the 
export of stolen motor vehicles, migrant smuggling, and to a lesser extent, 
the trafficking in persons. 


The potential criminal exploitation of Canada's diamond industry is an 
example of a natural resource that could be attractive to both foreign and 
domestic organized crime, of which law enforcement is aware and pro- 
actively monitoring. Furthermore, while organized crime is more actively 
involved in environmental crimes internationally than in Canada, it is an 
example of a criminal market in which organized crime in Canada could 
become more involved. 


Canadians experience the negative socio-economic effects of organized 
crime to varying degrees. These range from public health and safety issues 
to financial loss either on a personal, or on a larger economic sector level. 


Violence and intimidation are key elements in the Canadian criminal 
marketplace. More violent criminal activities such as assaults, home 
invasions, break-and-enters and homicides, contribute to a culture of fear 
in some communities, fostering a general sense of insecurity. Moreover, 
the frequent use of illicit firearms by organized crime can also have a 
dramatic and direct impact on individuals through intended and 
unintended homicides, attempted homicides and assaults. 
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Profits generated by organized crime’s involvement in numerous criminal 
markets and the successful laundering of these proceeds promote and 
finance the commission of other organized crime activities, and may also 
help to sustain or expand the reach and scope of an organized crime 
group. Such increased capacities help organized crime to continue to 
pose threats to the Canadian economy and the public’s health and safety. 


The illicit drug market affects all communities, whether that be rural, 
suburban and urban, in Canada to varying degrees. Illicit drug use can 
often spur criminal activities, such as robberies, break-and-enters, fraud 
and violence against individuals to support habits. The sale of illicit drugs 
in communities can also lead to violence, be it between individual users, 
between competing organized crime groups supplying the market, or 
between users and their dealers. Moreover, the manufacturing of illicit 
drugs, specifically synthetic drugs and marihuana, pose threats to the 
environment, public safety, law enforcement and the health services sector 
due to the improper disposal of toxic waste that could contaminate the 
soil and water supplies. Marihuana grow operations also pose danger to 


nearby residences from the increased threat of fire from electrical bypasses. 


Direct and indirect losses from identity theft in Canada are significant. 
There are considerable financial costs to financial institutions, businesses 
and consumers alike. Victims are often left with damaged credit ratings 
and disrupted personal and financial records. 


Crimes facilitated by technology are often costly, complex, multi- 
jurisdictional (and even multi-national) and thus difficult to investigate 
and often harder to prosecute. Some crimes, such as identity theft are 
complicated by the multiple jurisdictions involved, to the extent that 
the crime, victim and offender are often found within and between 
different countries. 


Whether apparent or hidden, the adverse effects of organized criminal 
activity touch all Canadians. This report has sought to highlight only 
some of the innumerable ways in which organized crime directly or 
indirectly affects Canada, its institutions, its citizens and communities. 
Intelligence-led policing, guided by the CISC community, is Canada’s 
best tool to combat organized crime. 
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The Organized Crime 
Marketplace in Canada _ 


Characteristics and Methods 


To understand the organized crime phenomenon in Canada, it is not only 
necessary to grasp the workings of the country’s various criminal markets, 
but also to have an appreciation for the principal entities that drive these 
markets: organized crime groups. It is therefore necessary to understand 
the inner workings of groups (i.e. structure), their membership, the 
relationships between groups, as well as the various tools and methods 
they use in the commission of their criminal endeavours such as violence, 
cross-border operations and technology. 


Structure and Composition 


There is no single organizing principle for organized crime groups in 
Canada, but their criminal operations are largely networked and 
opportunistic. They are networked in that very few groups are able to 
run their operations without the assistance of one or several other groups 
and/or individuals. The assistance of the latter comes either from their 
access to a key product or ability to provide a needed service (i.e. skills, 
contacts, access to smuggling routes). Most organized crime groups are 
also opportunistic in that they are venturing into new activities and will 
exploit advances in technology to facilitate their existing criminal 
activities, or to advance in new criminal markets. 


Organized crime groups frequently engage in co-operative criminal 
ventures, some of which are temporary in nature, based upon mutual 
need. These relationships may dissolve quickly or provide a foundation 
of trust for future joint criminal ventures. In other cases, such 
co-operation may be more long-standing and wide-ranging, based 

upon historical alliances and/or personal connections. Moreover, the 
relationship between groups may be based on mutual co-operation and 
relative equality, or hierarchical whereby a lower-level crime group plays a 
more supportive role or is in a subordinate relationship with a stronger, 
more established and connected crime group. Although few of these 
hierarchical relationships are formalized in sets of rules and laws, outlaw 
motorcycle gangs for example do have such a formalized structure for 
dealing with its support crime groups. Essentially, these supportive crime 
groups are used to train the younger generation, identify those candidates 
with the potential to become full-fledged members, as well as exclude 
undesirables. In this kind of relationship, the advantage for the dominant 
group is that the subordinate one further insulates the dominant group’s 
members from the day-to-day criminal activities that would bring them 
into direct contact with the authorities and/or their rivals. Other benefits 


“Like a cancer, organized crime attacks 
the very foundation of our Canadian 
Society, by overtaxing the health care 
system as a direct result of drug abuse 
and gratuitous violence, by undermining 
the credibility of our financial 
institutions through major commercial 
crime and money laundering and, finally, 
by targeting the most vulnerable.” 


— RCMP Assistant Commissioner 
Pierre-Yves Bourduas, 
Commanding Officer, 

“C" Division (Quebec) 


CISC 2005 Annual Report on Organized Crime in Canada 


“For most Canadians, organized crime is 
invisible; this is one of its sustaining 
characteristics. Organized crime, by 
definition, comprises coordinated efforts 
{0 advance criminal enterprises that are 
fundamentally contrary to the values and 
principles of Canadian citizens. It is 
malignant to our communities, takes 
many forms and has far-reaching 
impact.” 


— Chief Cal Johnston, 
Regina Police Service 
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for the dominant group include the payments in money, goods and 
services they receive from members of the subordinate group. 


In terms of internal group dynamics, there are few groups that maintain 
a formalized hierarchical structure. Rather, a substantial number of 
organized crime groups operate in a more fluid environment whereby 
individual gang members operate their own criminal enterprises, 
sometimes independent of other group members and with associates 
occasionally belonging to other criminal organizations. As an example 
ofa non-hierarchical structure, these cell-based organizations offer the 
group greater resilience in that the dismantling of one cell does not 
automatically lead to a weakening of the entire group. However, a cell- 
based structure does not mean that there are no leaders within the group. 


The internal composition of many organized crime groups reflects the 
multicultural nature of contemporary Canadian society. Although shared 
ethnicity remains an important organizing principle for a number 

of the country’s crime groups, there are other, multi-ethnic criminal 
organizations equally influential within the criminal environment. 

In other words, it is no longer unusual to have groups that were once 
ethnically exclusive to now include members and associates from a 
multitude of cultural backgrounds. Several newly established and 
emerging groups (many of these being street gangs) are also multicultural. 
It is important to note that in Canada, groups have emerged from the 
streets, schools, and prisons of certain localities, where the people have 

a common bond be it ethnicity, shared experience or economic status. 

It is in these neighborhoods, schools and prisons that the friendships (and 
occasionally conflicts) between group members are forged and developed, 
and the identity of the group established. 


Organized crime groups also exploit legitimate businesses, professionals 
and other community members to assist them in their criminal ventures 
and launder their criminal profits. In some instances, providers of this 
assistance may be unaware of their exploitation by organized crime, 
while others, lured by the profitability of their relationship, either may 
suspect but remain silent or knowingly and openly participate. 


While many members of organized crime groups shy away from publicly 
flaunting their criminality and criminal associations, some (often members 
of outlaw motorcycle gangs or street gangs) seek to display their 
uniqueness and lifestyle through their clothing attire, tattoos and 
demeanor. Those seeking to remain inconspicuous look to integrate 
themselves within their economic, social, and cultural communities and 
establish personas of legitimacy, normality and respectability, and thus 
insulate themselves from law enforcement attention. Others publicly 
display their criminally-acquired wealth through expensive residences, 
vehicles and jewelry while otherwise seeking to maintain a low profile. 
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Violence and Intimidation 
Threat Issue 


Violence and intimidation are key elements in the Canadian criminal 
marketplace. Unlike legitimate society, the organized criminal marketplace 
uses these as a means of contract enforcement and dispute resolution; that 
is not to say that there are no trusted arbiters or key individuals to whom 
groups and individuals turn to resolve a dispute. Such individuals do exist, 
but the legitimacy of their decisions is often based on their ability to 
enforce these through violent means or withholding of key services. 


Violence and intimidation also remain key methods through which 
organized crime conducts its criminal activities. Violence is used by 
organized crime of all levels of sophistication and capability. Organized 
crime members and associates regularly use violence and intimidation in 
order to protect and promote the group’s criminal identity, interests, 
territory and activities. Violence and intimidation are also used to facilitate 
many other criminal activities such as illicit drug or gambling debt 
collection, extortion, home invasions and drug-related kidnappings. 
Threats and assaults are used to maintain internal order and loyalty to the 
criminal group while physical punishment is dispensed for infractions 
against the group or its leaders. Some criminal groups, particularly some 
street gangs, have violent initiation procedures that involve assaulting new 
and departing members. 


Overview of Criminal Activity 


All organized crime groups in Canada remain involved in violent 
activities of varying levels to protect their criminal activities and interests. 
More sophisticated criminal organizations also hire lower-level and/or 
subordinate criminal groups, such as street gangs, to undertake violent acts 
on their behalf. These street gangs participate in criminal activities such as 
illicit drug debt or gambling collection, and also act to insulate the more 
sophisticated groups from both its criminal rivals and law enforcement. 


Members and associates of criminal groups often participate in varying 
illicit firearm activities and possess numerous firearms of various types, 
and are known to engage in criminal activities with the use of these 
weapons. Firearms, particularly semi-automatic handguns, are used by 
criminals for their protection, enhancement of their status and the 
commission of crimes including intimidation, assaults and homicides. 
The problem of illicit firearms is particularly concentrated within 
urban centres that have a significant organized crime, including street 
gang, presence. 
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“| think that one of the most disturbing 
aspects of organized crime is that they 
will achieve their purpose without any 
regard for the lives and safety of the 
people around them.” 


— Chief William Blair, 
Toronto Police Service 


n the recent Ontario Superior Court 
decision that found the HELLS _ 
ANGELS to be a criminal organization, the 


Organized crime groups use different levels of violence depending on 
their desired goals. Organized crime has used premeditated acts of 
violence to intimidate law enforcement, officials of the judicial system and 
witnesses in attempts to thwart investigations and prosecutions. Organized 
crime also pre-emptively attacks criminal rivals to expand territory or try 
to establish a monopoly in a criminal activity. Organized crime groups 
also use violence to instill fear in communities to discourage co-operation 
with police and prosecutors. Criminal groups 
like outlaw motorcycle gangs and some street 
gangs have also been known to intimidate 
communities or specific individuals by 
prominently displaying their gang-related 
paraphernalia. Competition between 


judge found that the two accused jad worn organized crime groups over territory or a 
their gang jackets and insignic monstrate | particular illicit commodity can lead to inter- 
their membership im the gang anc | intimid crime group conflict that threatens public 


their victim. 


“The Hells Angels are the most 
prominent organized crime threat in our 
community. They control much of the drug 
trade through violence and intimidation. 
The drugs they supply our youth destroy 
their future.” 


— Chief Constable Jamie Graham, 
Vancouver Police Department 


safety. Personal conflicts and animosities may 
also result in violence between groups. 


Many street gangs across the country have a high propensity for and 
spontaneously use violence. Street gang members and associates frequently 
use violence, often with illegally acquired firearms, in response to criminal 
and non-criminal-related disagreements over perceived insults, territory, 
or as part ofa retaliatory cycle of violence against a rival gang. The often 
intense rivalries between various street gangs in urban centres across the 
country occasionally erupts into violence. Street gangs undertake 
firearms-related violence, such as drive-by-shootings, or other shooting 
incidents in public places before numerous witnesses. This use of violence 
poses an immediate and direct safety threat to both the public and law 
enforcement. For example, in the last year, several rival criminal groups in 
Alberta have been involved in multiple homicides, some of which took 
place in crowded lounges and bars. 


The illicit drug trade in Canada is the most prominent criminal market 
for organized crime groups. Consequently, individuals involved frequently 
participate in acts of violence to protect or expand their market share 
within the illicit drug industry. As well, there are spin-off criminal 
activities in which one criminal group specifically targets another’s market 
share. For example, some criminal groups deliberately target residential 
marihuana grow operations in violent home invasions in order to steal the 
mature plants. In response, those who cultivate large amounts of 
marihuana for criminal groups have been known to install dangerous 
booby traps to guard against theft. Some residences have contained trip 
wires which activate harmful substances or electrical currents. 
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Violence often continues when organized crime members and associates 
are imprisoned. Incarcerated gang members and associates use assaults, 
intimidation, and to a much lesser extent, homicide, to discipline 
members/associates, to retaliate against rivals and to establish or maintain 
involvement in criminal activities, like drug trafficking, within 
correctional institutions. 


Negative Socio-economic Effects 


Organized crime’s use of violence affects 
individuals and communities across the 
country. As the use of violence by organized 
crime groups tends to focus on the illicit drug 
trade, innocent bystanders may be subject to 
increased costs associated to related property 
crimes, assaults and homicides committed by 
individuals seeking to support their addiction. 
Individuals in communities with a particularly 
visible organized crime presence may avoid 
certain businesses or institutions in affected 
areas, thus fostering a general sense of insecurity. Criminal activities like 
assaults, home invasions, break-and-enters and homicides, contribute to a 
culture of fear in some communities. 


As many street gangs are highly violent in public areas, they pose an 
immediate threat to the general public. Street gangs’ criminality also 
directly affects the daily lives of individuals within affected communities. 
Community members may inadvertently interrupt a crime and be 
retaliated against as a result, or be targeted by the gang to ensure their 
silence and acquiescence. Gang recruitment and gang-related problems 
have escalated in many schools, endangering staff and students. As street 
gangs are expanding from urban areas into smaller communities, more 
communities across the country will be affected by their high levels 

of violence. 


Organized Crime and Cross Border Movement 
Threat Issue 


As is the case in other markets, the level of power and influence an 
organized crime group exerts in a criminal market is largely a reflection 
of how indispensable it is to other groups and individuals. This is largely 
due to its ability to provide key services and/or carry out operations over 
wide geographical expanses, more often than not across interprovincial 
and international borders. These operations often translate into influence 
over the criminal marketplaces of other cities, provinces and regions. It is 
often from the country’s primary criminal hubs (the major metropolitan 
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areas of southern Quebec and Ontario, and the B.C. Lower Mainland) 
that the most powerful groups exert their influence and facilitate the 
connection between the regions and the national, and international 
criminal marketplace. The country’s other urban centres act as secondary 
criminal hubs in contraband distribution and criminal influence over 
more limited spaces. 


Given that illegal drugs and contraband are mainstays of the Canadian 
criminal marketplace, the ability to get commodities across borders is an 
essential attribute of any significant criminal group. Thus, organized crime 
will continue to develop strategies to exploit 
Canada’s borders to illegally move people and 
uring the months of October i various types of contraband commodities such 


December 2004, nearly _ in and out of Canada. In some instances, 
U. s, $600, 000 destined for Can ida were particularly at Canada’s marine and air ports, 
seized in three separate incidents near the these strategies are assisted by a small number 


Maine/New Brunswick border. | of criminally influenced individuals that are 
oo employed within the legitimate work force. 


as drugs, firearms, undeclared currency, both 


Overview of Criminal Activity at Marine Ports, Airports and Land 
Border Areas 


Marine ports are exploited by organized crime to move contraband, 
particularly illicit drugs, into Canada. Although historically the concern 
has been focused on the country’s three largest container ports of 
Vancouver, Montreal and Halifax due to the vast quantities of commercial 
cargos they handle, all Canadian marine ports that receive international 
traffic are potentially vulnerable to exploitation by organized crime. Thus, 
all forms of marine movement including commercial and fishing vessels, 
cruise ships, ferries and private vessels may be utilized. 


In spite of a number of law enforcement successes over the past three 
years, certain organized crime groups have been able to maintain either 
a direct or indirect presence in the country’s three largest ports. Their 
presence is assured by individuals, working for them directly or simply 
providing services as members of other groups, who have jobs giving 
them access to the cargo. 


Cocaine, heroin, opium, hashish, and ecstasy are the illicit drugs most 
commonly encountered by law enforcement at many of Canada’s marine 
ports. In addition, other commodities such as illicit tobacco, counterfeit 
goods, as well as illegal migrants have been encountered at marine ports. 
Organized crime also uses marine ports to export products such as stolen 
vehicles, particularly those with a higher resale value, concealed within 
marine containers to illegal vehicle markets in the Caribbean, Eastern 
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Europe and Asia. Marine container movement continues to pose a 
threat as it is the predominant means to internationally transport 
commercial goods. 


All Canadian airports receiving international 
flights are at potential risk of being exploited 


by organized crime in the movement of illegal =. 2004, 52 kilogram 


goods and migrants. In particular, Canada’s 
three largest international airports 

in Montreal, Toronto and Vancouver are 
exploited to various degrees due to the large 
numbers of individual travelers, and quantities 
of commercial cargo they receive daily from 
numerous countries, many which are potential 
sources or transit points in the illegal 
movement of contraband and migrants. 
Similar to a small city, these large airports 
occupy a large physical space with numerous 
companies engaged in various functions that collectively employ 
thousands of individuals, some of whom are potentially vulnerable to 
criminal exploitation. 


Illegal migrants are encountered at international airports attempting to 
enter Canada, some with fraudulent documents, and often assisted by 
organized crime groups, particularly Asian organized crime groups located 
in Canada and abroad. In some instances, these illegal migrants are linked 
to subsequent smuggling attempts into the United States. In terms of 
illicit drugs, law enforcement most frequently encounters heroin, cocaine 
and ecstasy at the international airports. Other types of contraband 
discovered at Canada’s airports include non-declared jewelry and 
counterfeit goods. 


Individuals, frequently associated to organized crime, attempt to bring 
illicit drugs into Canada through a variety of concealment methods such 
as false-sided suitcases, concealed on or in the person, or concealed within 
commercial cargo. Furthermore, illicit drugs are sometimes concealed on 
the aircraft or within unlisted luggage. This smuggling method involves a 
conspiracy of airport employees at both the flight’s point of origin and 
destination for the placement and subsequent retrieval of the illicit drugs. 


Most organized crime groups are involved in the exploitation of the land 
border either directly by its own members, or indirectly as the recipients 
of contraband smuggled in by independent operators and/or brokers 
operating either on contract or on a freelance basis. Contraband, 
undeclared currency and illegal migrants move illegally in both directions 
along the Canada-US. border. This cargo is either concealed within the 
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“The CBSA recognizes the involvement of 
organized crime in the illegal entry of 
goods and people into Canada and 
supports the concept of partnerships and 
multi-disciplinary units to attack 
organized crime and criminal activity 
including terrorism.” 


— Roger Lavergne, Director, 
Borders Intelligence, Canada Border 
Services Agency 


large volume of personal and commercial traffic that moves daily through 
designated ports of entry, or is surreptitiously moved across the vast border 
areas between these legal entry points. In this latter movement, smugglers 
use a wide variety of means such as: individuals walking across the border 
with backpacks; all-terrain vehicles;snowmobiles; aircraft; pickup trucks 
and small boats. In some instances, the unique geographical location of 
certain Aboriginal reserves that either straddle or are near the border is 
exploited to facilitate this illegal movement. 


Negative Socio-economic Effects 


Many of the illicit commodities distributed within Canada’s communities 
are not domestically produced and must be smuggled into the country. 
This border criminality can directly impact upon communities near or on 
the border as a result of organized crime related violence and/or the 
criminal recruitment of local inhabitants. The associated effects are felt 
throughout Canada as the smuggled contraband is criminally distributed. 
The border is essentially Canada’s first line of defence against many of the 
criminal activities perpetrated by organized crime. Thus, enforcement 
successes at the border directly assists the entire Canadian law 
enforcement community in its fight against organized crime, and impact 
on the ability of organized crime to be criminally effective and profitable. 


The illegal border movement of contraband products such as illicit 
tobacco and alcohol deprives federal and provincial coffers of potential 
tax revenues. Moreover, the smuggling and distribution of contraband can 
contribute to the corruption of public officials or private sector 
professionals. Its adverse affects and activity causes deployment of 
significant law enforcement resources to monitor and attempt to combat 
these illegal activities. 


There are potential direct effects on various land border communities 
through the smuggling actions of organized crime. In particular, certain 
border area Aboriginal territories have been targeted by organized crime 
and exploited as either conduits for illegal cross-border activity and/or 
as storage/ distribution centres for this activity. 


This criminal activity and organized crime involvement could potentially 
create tensions within any community between a small number of 
individuals engaged in this criminal activity and the rest of the 
community who view it as a corrupting and unwelcome influence. 

Of note, it can also be a corrupting influence on the youth of the 
community who may favourably view the material benefits of crime in 
comparison to the benefits of other legitimate employment opportunities 
within their community. 
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Technology and Crime 
Threat Issue 


Crimes facilitated through technology encompasses a wide variety of 
offences that pose different levels of threat to consumers, businesses, and, 
more generally, society at large. There are two broad categories: new 
crimes committed with and born out of new technology and traditional 
crimes committed with new technology. Newer crimes include hacking 
and “spoofing” websites, while traditional crimes using technology, 
particularly the Internet, include identity theft, extortion and fraud. 


Overview of Criminal Activity 


The growth in the number and variety of technology-related crimes, 
particularly computer-related crimes, echoes the exponential increase 
in the number of Internet users and the expansion of e-commerce 
globally. Organized crime groups are broadening their exploitation of 
technological vulnerabilities by targeting individuals and businesses that 
rely on technology, e-commerce and the on-line storage of valuable 
personal, financial and intellectual property data. 


Computer-related crimes pose significant and growing threats globally 
because many are sophisticated, effective and malicious. For example, 
spam has evolved from a time- and resource-wasting nuisance to a 
medium through which individuals can distribute malicious software 
programs, also known as “malware.” Individuals now increasingly use 
unsolicited e-mail, or spam, to distribute viruses, worms,? spyware? and 
Trojan horse software.> Spam directed at computer programs/files, instant 
messaging systems, weblogs and cellular phones makes these tools 
vulnerable to worms, viruses, and fraud. Some viruses facilitate the illicit 
access of the personal or sensitive data stored on the devices. For cellular 
phones, new text messaging technology enables senders to conceal their 
identity, allowing impersonated messages that can facilitate spam, fraud 
and viruses. Malware enables criminals to use the cellular phone without 
the user’s knowledge or gain access to the phone’s personal data. The 


exploitation of these technologies is expected to increase in the next year. 


Spam also poses a threat to wireless game consoles, personal data assistants 
(PDA) and Voice over Internet Protocol (VoIP). 


ine) 


Website ‘spoofing’ involves duplicating a genuine website with a fraudulent website with a similar 
internet address. 

A worm is an independent program that self-replicates by sending itself to other networked 
computers, such as through the e-mail program’s address book. Once created, it does not require 
human involvement to propagate. 

Spyware gathers information about people without their knowledge, often by tracking an 
individual’s Internet activity, in many cases to deliver targeted advertising. It can enter computers 
via a virus. Cookies, which also gather personal information, are not considered spyware because 
they are not hidden. 

A Trojan horse is malware that conceals itself as a legitimate program. Once executed, it can allow 
someone to control the computer system illicitly and remotely. 


“In-terms of organized criminal activities 
in 2005, the SPVM is concerned about 
money laundering and general economic 
crime, as well as cyber-crime, an area 
that continues to grow because practices 
associated with virtual casinos, 
telemarketing, general credit card or 
debit card fraud and other electronic 
Crimes are becoming more and more 
sophisticated.” 


— Director Yvan Delorme, 
Service de police de la ville 
de Montreal (SPVM) 
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In Internet “pharming,” hackers exploit vulnerabilities in the domain 
name system (DNS) server software and then illicitly redirect Internet 
traffic to targeted websites.° Pharming can also occur when a user's 
computer system is compromised by malware. As a result, when users wish 
to access a legitimate site, they are unknowingly redirected. Redirected 
false sites are used for phishing.7 Pharming poses an ongoing threat to 
consumers and businesses as it can target a broad number of financial 
institutions’ users and wait within the computer for the user to access 


financial services. 


Criminals are forming more and larger botnets, or networks of computers 
with broadband Internet connections that are compromised by malware 
and are thus “software robots or zombies.” These remotely-controlled 
attack networks undertake a variety of crimes: sending spam or phishing 
e-mails, hosting spoofed websites for pharming scams, and distributing 
viruses or trojan horse software to facilitate on-line extortion or 
compromise more home computers for larger botnets. 


Individuals involved in on-line “carder networks” illegally buy and sell 
stolen personal and financial information. Some networks sell blank 
credit cards, the algorithms necessary to encode a credit card’s magnetic 
strip or lists of botnets. These networks 
facilitate counterfeit credit card manufacture 
and identity theft. In Operation FIREWALL 
for example, 28 individuals were arrested from 


he U.S.-led Operation FIREWALL 
targeted criminal groups using websites 


eight U.S. states and several countries who 
to traffic counterfeit credit cards and false were involved in selling about two million 


identification information and documents. An credit card numbers in two years, causing 
estimated 1.7 million stolen credit cards were losses of over US$4 million. 

trafficked causing an approximate loss to 
financial institutions of more than 
US$4.3 million. Twenty-eight individuals 
were arrested from eight U.S. states and 
countries including Belarus, Poland, Sweden, back to the company or the criminal offers to 
the Netherlands and Ukraine. exchange silence regarding the vulnerability 


for a fee. An increasingly popular extortion 


In a newer version of traditional extortion, 
criminals hack computer systems containing 
valuable and/or sensitive data, like credit card 
numbers. The data are then either ransomed 


scheme involves either threatening to launch 
or actually launching denial-of-service (DoS) attacks or directed denial- 
of-service (DDoS) attacks against businesses. These attacks, often 
undertaken through botnets, involve overloading computer 


When a user enters a web address it is converted into a numeric Internet Protocol address in a 
process that is known as name resolution and this task is performed by Domain Name System 
servers that store tables with the IP address of each name. 

Phishing occurs when criminals posing as a legitimate person or representing an institution send 
unsolicited e-mails and asks the unsuspecting victim to provide personal financial information, such 
as credit card account numbers. 
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networks/servers with enormous amounts of data to disrupt or interrupt 
service to users. Corporate or intellectual property information is also 
vulnerable to espionage. In May 2005 for example, a number of middle- 
level managers and private investigators from several companies in Israel 
were charged with planting trojan horse software in competitors’ 
computers to access confidential information. 


Internationally, some criminal groups, according to the United Kingdom’s 
National High-Tech Crime Unit, are also showing increasing interest in 
using the Internet for pay-per-view child pornography. 


Certain technologies and innovations have facilitated the production and 
distribution of child pornography. For example, computer software can 
digitally alter images of child pornography to enhance or change the 
image, for example sexualizing content by removing clothing. Similarly, in 
contrast to software that digitally ages missing children, images of child 
pornography can be created by “de-aging” images of adult pornography. 
With developments in animation, digitally-created child pornography 
may become widespread. Criminals have been known to use 
steganography to conceal information, like child pornography, and 
distribute it in a secure fashion. 


Technology facilitates increasingly secure, anonymous and rapid 
communication, through tools like encryption software, wireless devices, 
encrypted cellular phones and anonymous re-mailers that forward e-mails 
without revealing their origins. Criminal groups exploit tools like this to 
plan and undertake criminal activities, such as drug trafficking, without 
physical interactions, thereby reducing the risks of detection 

and prosecution. 


Organized crime can also use technology to intimidate criminal rivals, 

or instill fear in communities to prevent the reporting of organized 
crime-related activities or testifying to a witnessed crime. For example, 
individuals can use e-mail, the Internet or other electronic 
communications devices, like cellular phones with cameras, to slander, 
threaten, harass or “cyberstalk” another person. Threats can be posted in 
chat groups and personal information can be manipulated or simply 
released to violate personal privacy. With technology to enable anonymity 
and security in communication, this type of intimidation poses challenges 
to law enforcement. 


Negative Socio-economic Effects 


The scope and extent of technology and crime within Canada or globally 
is difficult to determine, partly due to chronic non- or under-reporting. 
Compounding the complexity of technology-related crime is the lack of 
standard definitions, either in Canada or globally. Despite these gaps, the 
number of computer-related crimes are increasing rapidly as are associated 
financial costs. 
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It is increasingly expensive and difficult to respond to evolving threats 
from computer-related crime as well as to update protective software 
continually — firewalls, encryption and anti-virus and anti-spam 
protection. Businesses face increased costs from malware ranging from 
lost worker productivity, degraded network performance, security risks 
and waste of technical support resources to 
expensive, time-consuming repairs and 
upgrades. For example, the Canadian Banking 


Aw fo a February 2005 Ipsos- Association reports that the banking industry 
Reid telephone survey, 80% of 

Canadian adults say they consider identity 

theft to be a serious problem and 17% say that 
someone they personally know has beena 
victim of identity theft. 


in Canada spends more than $100 million 


annually to prevent, detect and deter fraud and 
other crimes against banks, including activity 
related to identity theft. 


Technology simultaneously provides 
opportunities and challenges for law 
enforcement. Crimes facilitated by technology 
are often costly, complex, multi-jurisdictional (or even multi-national) and 
committed by individuals who are difficult to investigate and often harder 
to prosecute. The criminal activities are often under-reported and require 
investigator expertise, as well as sophisticated tools to identify, gather and 
evaluate evidence. On the other hand, law enforcement uses technological 
advancements to target criminal groups and exploit criminal groups’ 


“The pervasiveness af organized crime vulnerabilities to detect, deter and reduce their criminal activities. It 1s 
: ie eS iy essential that law enforcement, the private sector and the public work 
Impacts individuals and communities together to promote awareness of technologically-related crimes, to 


across Canada People are robbed of encourage the reporting of all crimes and to discuss ways to reduce 
the threats. 


their physical safety, their security and 
their assets. The solution is an integrated 
approach by law enforcement across 
Canada, working to keep our citizens and 
Society secure.” 


— RCMP Deputy Commissioner 
Peter Martin, National Police Services 
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Criminal Markets 


As is the case in most markets, criminal markets trade in goods and 
services, for the most part according to the principles of supply and 
demand. Criminal markets are thus dynamic and evolving over time as 
they react to market forces that also include competition from other 
organized crime groups, technological innovation, and law enforcement 
action. 


The core characteristic of a criminal market is its illegality, be it in the 
good or service being traded, or the actors (organized crime groups and 
individuals) involved. Although the actor(s), good(s) or service(s) may 
not be criminal in nature, the transaction(s) are. Criminal markets often 
emerge whenever organized crime identifies and exploits loopholes 

(i.e. regulatory) in legal markets that then become profitable market 
niches for it. Fraud of any type exemplifies the criminal exploitation of a 
legitimate process. There are also purely criminal markets, such as illicit 
drugs, with no equivalents in the legitimate economy; thus it is not a 
case of finding market loopholes, but of providing illegal good(s) and 
service(s). Legal and criminal markets often run parallel and operate 
simultaneously. It is these current dynamics of the criminal activities’ 
scope within Canada and the degree to which they impact society that 
is of concern to law enforcement, and expressed within this report. 


Contraband 


A contraband market is one in which illegal products are bought and 
sold. In some instances, a contraband market consists entirely of an illicit 
commodity, such as cocaine or heroin. In other instances, the commodity 
may be itself legal and sold within a legitimate marketplace along side a 
parallel contraband market consisting of illegally diverted products. For 
the purposes of this report, CISC will concentrate within this section on 
two selected commodities, tobacco and firearms, that would come under 
this second form of a contraband market. 


Contraband operations range from small-scale enterprises in scale and 
scope (geographic reach and profitability), to very large-scale operations 
and thefts that are often inter-provincial and/or international in scale and 
scope. This last type of operation requires a significant network of 
individuals working in different domains that can acquire, produce, 
distribute and transport the products to their destined markets. The 
impacts of contraband markets are manifold, including the avoidance of 
taxes and other government regulations that are meant to guarantee a 
measure of quality control and/or public safety. 
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“Organized crime is an issue that affects 
ordinary Canadians. While many of its 
activities seem to have no direct bearing 
On the lives of law-abiding citizens, the 
consequences of organized crime are far- 
reaching and insidious...and touch each 
and every one of us.” 


— RCMP Commissioner 
Giuliano Zaccardelli 
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Illegal Firearms 


Threat Issue 


In Canada, strict firearm controls and regulations have proven largely 
effective in preventing organized crime members from legally acquiring 
firearms. Criminals are thus forced to develop illegal strategies to acquire 
these firearms either from within Canada or smuggled from a foreign 
country such as the United States. 


Canada is not unique in requiring all firearm owners to be licensed 
and all firearms to be registered as similar requirements are in place 

in Australia, the United Kingdom, Germany and Japan among others. 
Firearms registration information assists the Canadian law enforcement 
community in tracing the origins of firearms and in the investigation 

of illegal gun trafficking and smuggling. It also allows police officers to 
determine if firearms may be present when responding to calls and thus 
take appropriate precautions in order to avoid potential threats to the 
public and officer safety. 


The new requirement for all law enforcement agencies to report seized 
firearms, starting in January 2005 with full compliance by January 2006, 
will assist the law enforcement community to improve its strategic 
evaluations of the illicit firearms market. These new regulations will also 
increase identification of smuggling groups, and thereby assist in the 
interdiction of illicit firearms entering into Canada and moving internally 
within the country. 


Overview of Criminal Activity 


The illicit firearms market in Canada is generally driven by individual 
criminals and organized crime groups (and their members) seeking to 
either sell or buy firearms that are then used to commit crimes, provide 
self protection, demonstrate status, and intimidate or inflict violence on 
their criminal peers, the law enforcement community and 

innocent citizens. 


The two major sources of illicit firearms in Canada are: domestic thefts; 
and those smuggled from the United States. Domestic thefts of handguns 
and long guns have come from both commercial firearm venues and 
private residences. In particular, known firearm owners and/or collectors, 
have been deliberately targeted by criminals to acquire firearms either for 
themselves, other individual criminals, or for sale to organized crime 
groups. Law enforcement often recovers firearms through enforcement 
actions that are discovered to be legitimately registered, but the owners 
were either not aware they had been lost or stolen, or had not reported 
this information to the police. 
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The United States is another significant source of illicit firearms, 
frequently but not exclusively handguns, as they can be more easily 
acquired than in Canada due to a generally less rigorous federal and state 
firearm control system. In particular, a serious threat is from those states 
that allow unregulated and undocumented firearm purchases at guns 
shows or flea markets. However, firearms destined for the Canadian Ulicit 
market are also acquired directly by Canadians through their possession of 
legitimate or fraudulent U.S. identification cards, or through a USS. 
accomplice usually referred to as a “straw purchaser”. Although a few 
shipments of between 10 to 40 firearms have been uncovered in the last 
three years, most smuggling incidents involve between 2 to 5 firearms. 


There are other potential firearms sources for the illicit Canadian market 
including: firearms that are declared as deactivated, but either the 
declaration is fraudulent, or the firearm can actually be easily reactivated; 
and firearm parts bought and shipped separately that are subsequently 
assembled into a functional weapon. As well, in some instances, the 
acquisition of a single part will allow an individual to transform a semi- 
automatic to a fully automatic rifle. The on-line Internet access to 
individuals or retailers in North America that are selling firearms or parts 
and the exploitation of the postal and/or commercial movement system 
further complicates and creates difficulties for effective law enforcement. 


All organized crime groups acquire illicit firearms, and thus are involved 
in this criminal market in some manner, even if it is as an end consumer. 
The illegal drug trade is a major instigator in creating market demand for 
illicit firearms given that the large profits generated are the source of 
competition and tension between crime groups, as well as between 
members of the same crime group. Thus, the potential for violence is 
always very near the surface of the illicit drug trade, which in turn fuels a 
need for illicit firearms. The acquisition and distribution of illicit firearms 
appears to involve a variety of individuals and groups. These range from 
independent operators that are not aligned with any specific crime group, 
and thus willing to trade with a wide variety of clients, to semi- 
independents who have some linkages to organized crime groups though 
are not necessarily a bona fide member of that crime group, as well as 
members of criminal organizations who specialize in the acquisition 

of illicit firearms. Although most firearms are paid for in cash, law 
enforcement believes that, in some instances, firearms have been included 
as part of the exchange price for illicit drugs. 


Increasingly street gang members are being encountered with illicit 
firearms, particularly semi-automatic handguns. Street gang members 
usually have a much higher propensity than more established crime 
groups to readily resort to firearms-related violence in both criminal- 
related activities and in their daily personal interactions. Thus, they 
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often pose a higher direct and immediate risk to public safety despite 
their relatively lower-level criminal activities. 


Negative Socio-economic Effects 


Illicit firearms can have a dramatic and direct impact on individuals 
through intended and unintended homicides and assaults. Indirectly, these 
homicides and assaults affect friends and family through accompanying 
emotional pain and suffering. As well, it affects communities through fears 
of personal and public safety. Individuals and crime group members, 
particularly street gangs, use illicit firearms to intimidate peers, innocent 
citizens and their communities. They can assist in the creation and 
perpetuation of a “culture of violence” in some communities or between 
members of the same or different crime groups. 


While it is difficult to estimate precise costs of illicit firearms on society, 
they nevertheless have an impact to varying degrees on a wide variety of 
services such as: law enforcement and the judicial system; medical care; 
pain, suffering and lost quality of life for victims and their communities; 
and reduced productivity. 


Tobacco 


Threat Issue 


Health Canada estimates the level of smoking has declined since 1999, 
and that as of 2003, it is estimated that over 5 million Canadians are 
current smokers, which represents approximately 21% of the population. 
This still represents a major market for tobacco products and, as was 
evident during the early 1990s, increasing levels of this smoking 
population will turn to the contraband market as the price of legitimate 
tobacco rises. The vast bulk of the tobacco price is made up of federal and 
provincial taxes, and given current levels of taxation currently surpass the 
levels of January 1994, when the historical high point of the tobacco 
contraband market was reached, it is likely that a market for contraband 
tobacco products will remain. 


Overview of Criminal Activity 


The current market consists of various components, that affect each 
region of Canada to varying degrees of magnitude, and includes: 
smuggled discount or Aboriginal-manufactured products from the United 
States; smuggled counterfeit U.S. or Canadian brand-name products; 
culturally-specific tobacco products from India and the Middle East that 
are in demand within certain ethnic communities in Ontario and 
Quebec; inter-provincial movement of Canadian products from low to 
high tax provinces; intra-provincially through the illegal diversion of 
domestic products from Aboriginal territories; domestic thefts from 
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businesses; hijacking of tobacco-loaded tractor trailers; and small illicit 
tobacco manufacturing operations. 


Various organized crime groups are involved in the contraband tobacco 
market often working in co-operation with Aboriginal crime groups 
and/or individuals. Aboriginal crime groups and/or individuals are linked 
to the smuggling and/or distribution of U.S. tobacco products. The 
Aboriginal U.S. products are manufactured on reserves near the border 
and often packaged in transparent bags. There are certain Aboriginal 
territories in Ontario and Quebec that are used as conduits of illicit 
tobacco into Canada, distribution and storage centres, and/or sites of 
illicit manufacturing. 


Smuggled tobacco products initially enter 
Canada, primarily in Ontario and Quebec, 
through customs ports of entry concealed in 


005, over 23 23,000 
re sei ed in Ontario, 


private and commercial vehicles and in 
between official ports of entry using 
all-terrain vehicles, snowmobiles and boats. 
These tobacco products are distributed across 
Canada, both west and east, through private 
and rented vehicles, and legitimate 
transportation systems. 


In the past, these counterfeit products were ? port t van eae in com 
often based upon the popular Phillip Morris 230 cartons S of cigarettes. 
“Marlboro” brand, a product not readily 7 a 
available in Canada. However, in recent years 
counterfeits of popular Canadian brands, such as DuMaurier and Players, 
have also been encountered by law enforcement. Many organized crime 
groups in Canada, such as Asian crime groups have been involved in the 
distribution of counterfeit Canadian-brand cigarettes, many of which are 
produced and packaged in Asia. 


Negative Socio-economic Effects 


Apart from the loss of tax revenues, there is also a potential for 
violence and/or intimidation within that criminal market. This 
violence/intimidation has already been exhibited through thefts at 
tobacco wholesalers and retailers, and the hijacking of tractor trailer 
tobacco loads. 


A reduction in legitimate domestic tobacco sales could lead to a 
reduction in Canadians employed within the legitimate manufacturing 
and distribution tobacco market. The unfair competitive advantage 
contraband tobacco retailers have on their legal counterparts may also 
lead some of them into the contraband market. 
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Financial 
Threat Issue 


The types of financial crimes have increased worldwide in part because 
they are facilitated by new technology and also because they are attractive 
to criminals, as the perception is that thereis a high potential for profit 
with relatively low risks compared to other criminal activities. Of great 
concern to law enforcement is organized crime’s involvement in various 
financial crimes that differ in their degree of sophistication. These can 
include complex money laundering schemes and stock market 
manipulation. 


For the purpose of this year’s Annual Report, the financial crimes section 
will highlight selected criminal activities that are particularly pertinent to 
the Canadian organized crime environment, including money laundering, 
intellectual property rights crime (IPR) and identity theft . 


Money Laundering 


C6 


diving i Overview of Criminal Activity 

In Canada, money laundering is a of ) 
multibillion-dollar problem. It is atl integral According to the International Monetary 
element of organized criminal activity, and is the Fund (IMF), global estimates of money 


proven method by which organized crime groups laundering ranges from between US$570 


billion and $1.5 trillion. In Canada, organized 


seek to transform the proceeds of drug trafficking, 
contraband goods and people smuggling, 
extortion, fraud and other activities into profit annually. It is paramount for organized 


apparently legitimately earned funds.” crime groups to continue to carry out their 
(FINTRAC's Guideline 1: March 24, 2003). various ventures while remaining under the 


radar of law enforcement. As a result, 


crime groups are involved in a myriad of illicit 
activities, which generate huge amounts of 


innovative methods are utilized by criminal 
organizations to hide the source of their income in order to avoid the 
suspicion and scrutiny of law enforcement, as well as provide the means to 
reinvest into both legitimate and illegitimate enterprises. Money 
laundering, therefore, is a type of financial crime that is crucial to 
enabling a criminal organization to continue its activities, as well as 
increase its strength and capability. 


Despite the numerous ways in which criminal proceeds are laundered, 
there are typically three main stages to the process. The first stage involves 
methods to separate the money from the crime, thus placement refers to 
the initial movement of the funds; the next step is the layering process, 
which helps to disguise the origin of the money, for instance the use of 
wire transfers between numerous accounts in several countries over a 
short period of time; and finally, the integration phase allows the money 
to remain accessible because it appears legitimate, so that it can be used by 


CISC 2005 Annual Report on Organized Crime in Canada 


the criminal organization without fear that the origin of the funds will 
have been perceived to have come from an illicit source. 


There are numerous techniques employed to carry out money 
laundering, particularly at the placement and layering stages, however, 
these techniques will differ in their scope and level of sophistication. 
Organized crime groups employ smurfs® and nominees? to facilitate the 
laundering process because they help to layer financial transactions. 
Structuring the financial transactions ultimately help to distance the “ ao aa ae 
criminal organization from the source of the illicit proceeds. The degree Money faundering is about criminals 
of structuring in transactions and in money laundering schemes is hiding money that is connected to a long 


becoming increasingly complex. A number of different avenues will list of activities th bh i 
often be used in a money laundering scheme, such as deposit institutions, ISt OF activities that are abhorrent an 
international wire transfers, and the purchase of real estate, which help to (lestructive to our society and our free 
further insulate the criminal organization from the proceeds of crime. Pa 

and open way of life. 


Despite the increasing sophistication of money laundering, organized 
crime’s involvement can range from a relatively low-level of sophistication 


— Horst Intscher 


to very complex schemes. At a lower end of the scale, money is stored at 


a residence or place of business, and large purchases are made in cash. Director, Financial Transactions and 
However, recent law enforcement projects in B.C. have discovered ; 

organized crime groups capable of laundering proceeds of crime derived Reports Analysis Centre of Canada 
from the cross-border smuggling of cocaine and marihuana, totaling (FINTRAC) 


approximately C$200 million. 


Techniques used to facilitate the money laundering process are usually 
referred to as typologies by law enforcement. They generally evolve and 
adapt over time due to law enforcement action, government legislation 
and changes in regulatory requirements within the financial services 
sector. The Financial Action Task Force on Money Laundering!, an 
international-based organization, has recently identified the following 
worldwide trends in money laundering typologies also evident in Canada: 
these include the use of wire transfers, and organized crime’s utilization 
of gatekeepers!!, as they act as intermediaries with financial institutions 
in addition to providing an appearance of legitimacy. In addition, casinos, 
including on-line casinos, white-label Automated Teller Machines 


Smurfing refers to an individual (or smurf) who is used to deposit cash in different banks, bank 
branches and/or deposit institutions in amounts that will not alert attention. 

Nominees are often used to register legal title to an asset because they are either not connected 
to the criminal activity or do not have a criminal record. 

10 The Financial Action Task Force on Money Laundering (FATF) an international organization 
based in Paris, France, holds an annual typologies exercise at a meeting of financial experts. The 
findings from the latest report stem from the meeting held in Mexico from 17-18 November 
2003. There were 35 countries and jurisdictions present at this meeting , including Canada. 
According to the FATE, gatekeepers refers to the involvement of legal and financial experts, 
some of whom are unwitting participants, in money laundering schemes, which could include 
solicitors, notaries, accountants, amongst others that carry out important functions in helping 
their clients organize and manage their financial affairs. 


9 


i) 
Go 
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“Using strategies aimed at laundering 
the proceeds of crime, organized crime 
vietimizes many types of people in the 
general population, including individuals 
who are subject to unfair competition in 
the area of goods and services, as well 
aS investors who incur losses due to 
stock market manipulation, for the 
primary purpose of legitimizing criminal 
proceeds.” 


— Normand Proulx, Director General, 
Stireté du Quebec 


(ATMs), and money service businesses, such as currency exchanges are 
increasingly employed by organized crime groups to launder their money 
in Canada. 


While organized crime groups based in Canada are laundering money 
here and abroad, Canada is also used by foreign-based groups for the 
purposes of laundering the proceeds of crime due to the stability of the 
economy and the soundness of its financial sector. There are individual 
facilitators and criminal organizations who specialize in providing money 
laundering services to a number of other organized crime groups. These 
individuals and criminal groups are not necessarily involved in other types 
of criminal activity but they do provide an essential component to the 
successful operation of criminal networks even though they may not be 
core members of the organization. Some marihuana brokers, for instance, 
have tasked individuals outside of their criminal organizations with 
converting the U.S. cash into Canadian currency through currency 
exchanges on their behalf. 


Negative Socio-economic Effects 


The process involved in money laundering parallels legitimate financial 
activity, and by its very nature, exploits loopholes and weaknesses in the 
legitimate economy. A key element to tapping into this legitimate sphere, 
is the use of gatekeepers. These specialized legal and financial professionals 
are targeted by organized crime and are either knowingly or unaware that 
they are facilitating criminal activity. The co-optation of professionals can 
also involve corruption, bribery and influence used for the purpose of 
criminal exploitation. 


As a result, the effects of money laundering are not necessarily visible to 
the public. Nevertheless, organized crime’s ability to successfully launder 
the proceeds of crime helps to strengthen its capabilities, thereby 
becoming more of a threat to the financial integrity of the Canadian 
economy. Laundered proceeds of crime also enable organized crime to 
invest in additional criminal ventures and insulate their investment into 
legitimate enterprises. Taken to an extreme, it can help criminal 
organizations to infiltrate the legitimate economy to such an extent 
that they evolve to become solely legitimate enterprises, despite the 

fact that the capital behind the company was originally supported by 
criminal activities. 


Ultimately, money laundering undermines the legitimate economy, 
especially investor confidence in important Canadian markets. This can 
occur when, for instance, the public finds out that a publicly-traded 
company has been criminally exploited for the purpose of laundering 
the proceeds of crime; the company’s tarnished image thus undermines 
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shareholder and public confidence in it. Lastly, the proceeds of crime 
being laundered in Canada are income that is not taxed, which as a 
consequence places a disproportionate burden on the general public 
and its contribution to the social safety net, like health care. 


Intellectual Property Rights Crime 


Overview of Criminal Activity 


In a post-industrial age, where innovation is at the very heart of an 
advanced society’s economic well-being and growth, ideas can be among 
the most valuable commodities. The legal framework behind intellectual 
property in the form of trademarks, patents, copyrights, and other 
provisions, was established to protect original inventions, promote 
innovation and progress, and, in turn, safeguard economic security and 
prosperity. The nature of intellectual property makes this form of 
commodity highly susceptible to theft and violation. Although intellectual 
property rights (IPR) crime has existed for as long as these rights have, its 
scope and magnitude have increased in recent years due to the effects of 
globalization on the worldwide production of and consumer demand for 
inexpensive brand-name consumer and luxury products. This demand is 
facilitated in part by the perception that this activity is a victimless crime. 
However, unlike the theft of physical property, which usually deprives 
only the property’s rightful owner, intellectual property theft affects all 
consumers, and has a pervasive impact on the society as a whole. 


‘To various degrees, organized crime is involved in all types of IPR crime. 
IPR crimes generally fall under one of three categories: violations of 
copyright, which includes the piracy and counterfeiting of digital media 
such as software, music, and movies; violations of trademark, which 
involves the counterfeiting of brand names; the theft of trade secrets, 
which includes the theft of proprietary information such as design 
templates and production schematics. 


The range of actors and groups involved in IPR crime is a testament to 
the significance of this criminal activity. Indeed, product counterfeiting 
and piracy are not constrained by regional or national boundaries, and 
virtually no consumer sector is beyond its exploitive reach. 


The Secretary General of Interpol has recently stated that, internationally, 
IPR crime is dominated by organized crime. It is clear, however, that the 
more sophisticated networks in Canada and operations have organized 
crime involvement at some or all points of the supply chain from 
manufacturing to sales. 


Complex supply chains can involve compartmentalized operations that 
are carried out in different countries. For example, counterfeit goods 


“Organize crime doesn't just affect large 
Cities. If left unchecked, it would threaten 
the safety and security of all Manitobans, 
and pose risks to our institutions, 

society, economy and the quality of life.” 


— RCMP Chief Superintendent 


Bill Robinson, Criminal Operations 
Officer for “D” Division (Manitoba) 
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could be partly manufactured in a factory in Country X, assembled and 


packaged in Country Y, to be eventually sold in Country Z. Asia 


continues to be the primary source continent for counterfeit goods sold 


throughout the world. Approximately 80% of the counterfeit goods for 


sale in Canada, on the streets by vendors, at flea markets, or even retail 


chain stores, originate from abroad, primarily the Asia-Pacific region and, 


to a lesser extent, Europe and the U.S., while the remainder 1s 


manufactured in Canada. There are indications that Canada functions as 


a conduit for foreign-manufactured counterfeit goods destined for the 


U.S. market. 


-anada participated in an operation 

targeting criminal organizations 
involved in Internet software piracy and the 
illegal distribution of copyrighted works, 
including software, movies, music, and games 
on the Internet. Searches and seizures were 
conducted in British Columbia, Alberta, 
Ontario and Quebec. Operation SITE 
DOWN also focused on individuals and 
organizations that illegally provided copies of 
copyrighted works to criminal groups that 
would provide the works for illegal distribution 
and downloading via the Internet. The 
investigation also encompassed Australia, 
Belgium, Denmark, France, Germany, Israel, 
Korea, Poland, the Netherlands, the United 
Kingdom, and the U.S. 


In recent years, some international counterfeit 
operations have been increasing in 
sophistication, reflected in both the structural 
complexity of the operations as well as in the 
apparent attention to detail in the production 
of the counterfeit goods themselves. 
Technological advances have facilitated the 
ability to produce, in some cases, high-quality 
representations of packaging and product 
markings, sometimes including lot numbers, 
bar codes, and other details. In some cases, 
laboratory analysis is needed to differentiate 
the fake from the genuine product. In the past, 
consumers would usually be aware that they 
were buying counterfeit or knock-off 
products; the illegitimacy of the item would 
often be betrayed by the obvious deficiencies 
in craftsmanship and packaging, if not by the 
nature of the transaction. However, one trend 
that has been facilitated by technological 
advances and the growth of the illegitimate 
industry is that, today, some counterfeiters are 
successfully passing off their products as 


genuine. The accuracy of the counterfeit’s representation, at least 


superficially, means that they can often be sold at up to retail value. 


Counterfeit products have been found in some major retail chains 


in Canada. 


To dupe consumers into thinking they are purchasing genuine products 


and to avoid regulatory action, some counterfeiters are reproducing the 


safety certification and quality assurance markings that appear on genuine 


products. A particularly alarming trend is the incorporation of counterfeit 
Underwriters Laboratories (UL) or Canadian Standards Association 


(CSA) markings on electrical devices. On genuine products, the UL 


or CSA marking gives assurance to the consumer that the device has 
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undergone rigorous independent inspection and safety testing, and is 
deemed safe for use. On counterfeit goods, however, fake UL or CSA 
markings contribute to the item’s deception and can give a false, if not 
dangerous, sense of security to the user. In January 2005, the RCMP 
executed a search warrant on a Toronto 
business and seized large quantities of 


electrical power bars and extension cords : OF : n n uly 2005 5, cs ‘A Interna a L 


bearing forged UL certification markings. 
While the inferior quality of these electrical 
products may not have been apparent to the 


Bh consumer safety alert regarding a type 0 : 
electrical extension cord that had been 


consumer at the time of sale, subsequent UL distributed by an Ontario- based company. This 


testing revealed that these devices presented 
serious fire and safety hazards. 


Negative Socio-economic Effects 


Intellectual property crime has a negative impact on the entire economy 
and, therefore, adversely affects all Canadians. The substantial financial 
losses incurred each year are compounded by the potential threat of 
undermined consumer confidence as Canadians unknowingly purchase 
substandard goods that illegitimately bear brand names usually associated 
with quality and safety. The proceeds of counterfeiting and piracy can also 
be used to fund other, more serious criminal activity, and may help to 
sustain or expand the reach and scope of an organized crime group. 


The adverse socio-economic effects incurred by the counterfeiting of 
DVDs and designer clothing represent only one dimension of IPR 
crime’s impact on Canadian society. While great attention may be devoted 
to a counterfeited item’s presentation, these cosmetic measures only 
conceal the lack of quality beneath the surface; to a great extent, 
counterfeiter’s profit by using the cheapest materials possible, by taking 
shortcuts wherever convenient, and by cutting out expensive quality and 
safety testing. The counterfeiting of such critical products as medicines, 
electrical devices, and auto parts elevates the potential impact of 
intellectual property crime to a very different level involving public 
safety concerns. 


The World Health Organization (WHO) estimates that 10% of the 
world’s pharmaceuticals are counterfeit, an alarming figure when one 
considers that a large percentage of counterfeit pharmaceuticals 
contain either no active ingredients or incorrect medicinal levels. In 
developing countries, counterfeit pharmaceuticals have claimed 
hundreds of thousands of lives, and continue to create or exacerbate 
major health crises around the world. Counterfeit electrical devices, 
such as commercial batteries, extension cords, and power bars, present 
a serious risk of personal injury, as these devices have bypassed the 
regulatory system designed to ensure such products are safe for 


gle CSA marks, 


“Canadians need to get the message that 
faulty counterfeit items can kill 
Counterfeiters don’t limit themselves to 
watches, COs and fashion accessories. 
They produce items that may present a 
feal danger to people's lives, such as 
faulty circuit breakers, computer power 
Supply units, safety footwear, holiday 
lights and even gas ranges.” 


—H.J Falconi, vice-president, 
general counsel and 

Corporate secretary, Canadian 
Standards Association (CSA) Group 
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“To commit mortgage fraud, a number of 
parties need to be working together and 
they vary the methods used to commit 
this crime. By sharing information, we 
can all constantly be taking steps to 
change practices and close any gaps that 
may exist in the system.” 


— Canadian Bankers Association 


consumer use. In some cases, counterfeit electrical devices seized by 
Canadian law enforcement melted, caught fire, or exploded 
during laboratory testing. 


Identity Theft 


Overview of Criminal Activity 


Identity theft continues to pose a significant threat to Canadian 
consumers and businesses across the country. This crime refers to the illicit 
gain and use of another person’s personal and financial information in 
order to commit a variety of frauds, including real-estate and payment 
card fraud amongst others. Identity theft includes mail theft, stealing from 
residences and personal spaces, and misuse of personal data in business 
transactions, theft from company and government databases. Identity theft 
victims may not be aware of the fraud until weeks, months or even years 
later. Criminal groups in Canada will continue to be involved in identity 
theft, particularly as more personal and financial data is stored and 
transmitted electronically, and as identity thieves are able to operate from a 
distance. Access to these data facilitates the commission of a wide range of 
frauds on a much larger scale. 


Real-estate fraud has become an issue of increasing concern to law 
enforcement and professional associations involved in the mortgage 
industry. Real-estate fraud represents significant potential financial costs to 
victims and is also closely associated to other criminal activities, 
particularly those under the umbrella of identity theft, document fraud 
and the illicit drug trade. 


This type of fraud is often very complex and encompasses a number of 
different forms. Generally, however, mortgage fraud occurs when 
fraudulent information, such as false employment records, is provided to a 
lender in order to obtain a mortgage. Title fraud, another variant of real 
estate fraud, involves an individual falsely assuming the identity of another 
property owner. This false identity is then used by the criminal to either 
assume the title, sell or obtain other mortgages based on that property and 
the identity of the true owner. A recent law enforcement investigation 
uncovered an allegedly elaborate mortgage fraud scheme in British 
Columbia that involved obtaining mortgages using false employment 
records and banking documents. Many of the homes purchased in this 
criminal operation are alleged to have been used for large-scale 
marihuana growing operations. 


Payment card fraud is a major component of identity theft, comprising 
42% of reported identity theft incidents in 2003, according to 
Phonebusters. It remains a significant threat to Canadian businesses, 
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financial institutions and consumers. According to the RCMP, total dollar 
losses from credit card fraud in 2003 amounted to C$200 million. The 
most prevalent form is counterfeit credit card fraud. In many cases, 
organized crime uses portable card skimmers to read and capture the data 
contained on the card’s magnetic stripes and then manufacture counterfeit 
cards. The stolen card’s information is then re-encoded onto blank 
magnetic cards and used to drain the victim’s account or sold on the 
black market. Criminals use skimmers to steal credit card data from areas 
such as restaurants, bars, gas stations and convenience stores. In these areas, 
some criminally inclined employees will sell the stolen information to 
individuals who will manufacture counterfeit cards. Another threat to 
payment cards are white-label automatic teller machines (ATMs) that are 
illegally modified to copy payment card information and record passwords 
as the card is swiped. 


An increasingly popular form of Internet-related fraud is “phishing.” This 
involves deceptive e-mails that impersonate legitimate institutions and 
lure recipients into divulging personal financial information such as credit 
card numbers or Internet banking passwords. It may also entail password- 
detecting/decrypting software illicitly capturing encrypted passwords 
transferred over networks. Some spyware is designed to steal information, 
for example, through keystroke-logging software that illicitly records 
personal information. Criminals are increasingly targeting smaller financial 
institutions, such as community banks and credit unions, that may have 
fewer security resources. (See: Technology and Crime section) 


Government agencies and departments have also been targeted by 
phishing. In February 2005, the Ontario Ministry of Transportation 
warned that an e-mail impersonating the ministry was circulating with 
a request for recipients to confirm their driver license information by 
clicking on an embedded link. 


Negative Socio-economic Effects 


Direct and indirect losses from identity theft in Canada are significant. 
While identity theft results in considerable financial costs to financial 
institutions, businesses and consumers alike, it remains difficult to collect 
current statistics regarding the problem nationally or internationally. 

In 2002, the Canadian Council of Better Business Bureaus (CCBBB) 
estimated that consumers, banks, credit card firms, stores and other 
businesses lost C$2.5 billion to identity theft. In 2003, the latest year 

for which statistics are available, PhoneBusters recorded losses reported 
by victims at C$21.8 million. In addition to these financial losses, victims 
of identity theft are left with damaged credit ratings and disrupted 
personal and financial records. In a 2003 survey, the U.S. Federal Trade 
Commission reported that identity theft victims spent an average of 
US$500 to recover lost identities and clear credit ratings. 
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“Organized crime is not some far- 
removed phenomenon, it is here in our 
community. You only have to look at the 
person struggling with the effects of 
identity theft or the family devastated by 
(rug abuse to see the personal impact of 
Organized crime. You do not even need to 
be directly victimized.” 


— Chief Vince Bevan, 
Ottawa Police Service 
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Victims may lose trust in the businesses through which they were 
defrauded while the business may have been unaware of the employee’s 
criminal activities. Corporations, or government institutions, invest 
considerable human and financial resources in the establishment and 
maintenance of a brand or image. After incidents of fraud, corporations 
must allocate significant time and resources recovering their lost 
image/tarnished brand. In addition, in cases of phishing and pharming, 
corporations must allocate additional resources to strengthen security 
measures. Identity theft will continue to grow and pose a threat to 
millions of people and businesses in Canada. 


Human Beings as a Commodity 


Migrant Smuggling and Trafficking in Persons 


Threat Issue 


Migrant smuggling and the trafficking in persons are criminal activities 1n 
which organized crime has become involved internationally. The extent 
of organized crime’s involvement in these criminal activities in Canada 
are proactively monitored by law enforcement. Trafficking in persons and 
migrant smuggling are sources of significant profit, and help to strengthen 
and expand the capacities of criminal organizations internationally. The 
distinction between migrant smuggling and trafficking in persons is an 
important one, as smuggling implies consent while the latter implies 
coercion. According to the United Nations Convention Against 
Transnational Organized Crime, migrant smuggling refers to the 
facilitation of illegal entry of a person into a country for financial gain. 
The trafficking in persons, on the other hand, involves the displacement 
of an individual by means of coercion, deceit or violence for the purpose 
of exploitation. Frequently, this involves the sexual exploitation of women 
and children, but also includes men and women trafficked for the purpose 
of forced labour or other services in debt bondage. 


Although they represent very different offences, there are many parallels 
between illegal migrant smuggling and trafficking, such as the 
international displacement of individuals and their illegal entry into a 
country. There are also additional elements to the smuggling of illegal 
migrants that impacts on law enforcement’ ability to detect and 
determine the extent of the trafficking in persons. The smuggling and 
trafficking of individuals operate simultaneously. As a result, it 1s possible 
that within the same illegal movement, there are both smuggled and 
trafficked individuals. Moreover, since a number of potential trafficked 
victims are entering or transiting to the U.S., it is difficult for law 
enforcement to determine whether intercepted individuals were destined 
for commercial exploitation. 
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Overview of Criminal Activity 


The smuggling of individuals across borders for the purpose of illegal 
migration or trafficking requires the ability and capacity to coordinate the 
transportation of these individuals. As a result, the criminal organizations 
involved are generally highly sophisticated. Some of these organized 
crime groups in Canada have the ability to coordinate the transportation 
of individuals from source countries to their final destination. Other 
groups or sub-groups within a larger criminal network specialize in one 
element, whether that be to organize the transportation of individuals 
across the border to the U.S., or in the acquisition of false or stolen 
documents, including passports and visas. Such specializations allow some 
organized crime groups to undertake contracts for their smuggling 
services on behalf of other groups. Thus, one shipment can entail a mix 
of individuals from various originating countries and ethnicities. For 
example, a smuggler was arrested in January 2005 trying to smuggle 
Chinese nationals and an Albanian into the U.S. through a train tunnel, 
linking Ontario to Michigan. In another incident last August, a Chinese 
and a Pakistani national were detained after they had been assisted 
crossing into the U.S. on a freight train from Canada. Many illegal 
migrants enter Canada intending to remain here, while others are in 
transit to the U.S. Smuggling fees paid by some migrants to arrive in 
Canada have ranged from approximately US$20,000-$50,000 per person. 


While some criminal organizations in Canada specialize in migrant 
smuggling, some are also involved in the smuggling of other commodities, 
particularly illicit drugs such as cocaine and marihuana, firearms and 
currency. Moreover, some of these groups possess the technical skills to 
manufacture and/or have access to counterfeit documents or falsify 
genuine documents to facilitate the transportation phase of the 

smuggling operation. 


Although significant media attention was focused on large numbers of 
individuals entering the west coast of Canada on ships in the summer 
of 1999, information indicates that most individuals illegally entering 
the country come by air and over land by car, train or on foot over a 
land border area. Individuals are smuggled to the U.S. at border areas 
across the country, but are particularly concentrated in Ontario and 
British Columbia. 


Primarily a transit and destination country, persons are smuggled into 
Canada for the purpose of forced labour and sexual exploitation. For the 
most part, trafficked victims transiting Canada are destined for the U.S. 
The trafficking of persons may also occur within Canada across provinces. 
Historically, Asian and Eastern European organized crime groups in 
Canada have been most involved in the trafficking of women from 
countries such as China, South Korea, Thailand, Cambodia, the 


CISC 2005 Annual Report on Organized Crime in Canada 


“Canadians have become more aware of 
organized crime’s invelvement in the 
illicit goods and drug trades as a money 
maker for funding their agendas. But the 
growing problem, here and around the 
world, of human trafficking is a new and 
frightening phenomenon. Without the 
attention of law enforcement, human 
trafficking will have devastating effects 
On not only individual families but on the 
fabric of our society as a whole.” 


— RCMP Assistant Commissioner 
lan Atkins, 

Commanding Officer 

“H” Division (Nova Scotia) 


Philippines, Russia and from the region of Latin America. Worldwide, 
profits generated by human trafficking are reported to compete with 
significant other criminal markets, such as the illicit trade in drugs and 
firearms. In April 2005, the first person to be charged in Canada with 
human trafficking occurred in British Columbia. 


Negative Socio-economic Effects 


Migrant smuggling and the trafficking in persons present health and safety 
risks. Traded as commodities frequently without regard to their safety or 
well-being, trafficked individuals are displaced from their homes and often 
held involuntarily, usually through the use of threat of violence towards 
themselves and/or their family. Trafficking in persons is increasingly 
viewed as a violation of human rights. 


Should the market for trafficked victims increase in Canada or the 
demand increase in the U.S., then the numbers of victims requiring help 
from governmental and social services will expand. Trafficking in persons 
may also be associated with an increase in violence between criminal 
organizations vying for a portion of this lucrative market. 


The illegal entry of migrants into Canada threatens the integrity of 

the formal immigration process. Illegal migration has an impact on 
immigrants arriving legally into the country, as the costs associated with 
deportation and immigration hearings divert resources away from those 
arriving through legitimate processes. The integrity of citizenship 
documents are also undermined as counterfeit and falsified documents 
are frequently used, particularly passports and visas. Furthermore, since a 
number of individuals arriving in Canada illegally are actually in transit to 
the US., a significant increase in the number of migrants smuggled or 
trafficking victims to the U.S. could place additional strain on law 
enforcement resources 1n both countries. 


Internationally, organized crime makes use of legitimate businesses during 
their smuggling and trafficking operations, typically in the transportation 
and travel industry, in order to avail themselves of such services or to 
operate them. The international movement of individuals across borders, 
whether with illegal migrants or trafficked victims, can be facilitated by 
co-opted employees connected to the transportation and travel industries. 
These methods of operation challenge law enforcement as they provide a 
seemingly legitimate cover used by the majority of people that travel 
internationally on a daily basis. 


Like most organized criminal activity, there are associated impacts to the 
trafficking in persons and migrant smuggling. Since the smuggling routes 
and methods of transportation can be used for any type of commodity, 
criminal groups will take advantage of these resources to expand their 
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trafficking activities to include for example, illicit drugs. Increased profits 
from illegal migrants and trafficking activities, in addition to the 
smuggling and trafficking of other commodities, helps to expand the 
capacities and operational scope of criminal organizations. 


Sexual Exploitation of Children 


Threat Issue 


The sexual exploitation of children (SEOC) is a complex issue that poses 
a number of different and serious threats to children in Canada and 
internationally. Generally, SEOC is recognized to include the following 
types of criminal activity: child pornography, child prostitution, child sex 
tourism, and trafficking for sexual purposes. This broad issue is of concern 
to law enforcement because of the increased number of opportunities to 
exploit children that are facilitated by the Internet and other information 
and communication technologies, and also because of the number of 
challenges in trying to address these forms of illegal activity. 


In recent years, the federal and provincial governments, and particularly 
law enforcement, have responded to the threats posed by these increasing 
criminal offences to a significant extent. The Government of Canada has 
a National Strategy to Protect Children from On-line Sexual Exploitation, 
which includes financial support to the National Child Exploitation 
Coordination Centre (NCECC), a liaison point for both domestic and 
international law enforcement agencies investigating child exploitation 
over the Internet; Cybertip.ca, Canada’s national tip-line for reporting the 
on-line sexual exploitation of children; and also various integrated 

law enforcement units across the country mandated to investigate 
instances of SEOC. 


Overview of Criminal Activity 


Child pornography has become encompassed within the larger issue of 
child exploitation on the Internet, which has presented a myriad of 
opportunities to produce, distribute and collect child pornography (in the 
form of images and videos), as well as to enable pedophiles to establish 
networks where information and data can be exchanged. The Internet has 
also increased the number of opportunities for pedophiles to have contact 
with children. 


A significant number of pedophile networks have been increasingly 
emerging on-line, involving individuals worldwide. These transnational 
networks coalesce around chat rooms, discussion and newsgroups, and 
communicate using applications software, such as instant messenger and 
peer-to-peer programs to exchange child pornography images and 
videos. Many of the chat rooms and newsgroups have increased their 
level of security through passwords as they try to avoid detection by law 
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enforcement. An increasing number of fora that require payment to view 
and trade child abuse images, seek commercial profit from this type of 
exploitation but payment systems also helps to insulate the illicit activities 
from law enforcement as these websites are more difficult to investigate 
openly, and also generate profit for the owners. Moreover, there are a 
number of gathering places that exist on-line for like-minded individuals 
to exchange ideas and information on child exploitation. 


On-line programs specifically designed for children and youth to make 
friends and play games, are targeted by pedophiles who pass themselves 
off as children in the hopes of grooming the child for sexual exploitation. 
Pedophiles can also remotely control a camera that is attached to a 
computer without anyone knowing, which can lead to threats and 
blackmail so that the child will comply with their demands. 


Internationally, the production and dissemination of child pornography 

is a growing illicit market in which organized criminals are involved. 
Globally, annual profits from child pornography are estimated to total 
approximately C$24 billion. Many Canadians have been implicated in 
international investigations whereby child abuse images were downloaded 
and traded for a fee. 


Child prostitution!? is usually a hidden section of the prostitution market, 
and thus frequently exists alongside adult prostitution, and is therefore, 
difficult for law enforcement to identify. Small groups of organized 
criminals and lower-level organized crime groups are involved in child 
prostitution in Canada. Prostitution rings involving children under the 
age of 18 have recently been dismantled in Ontario and Quebec, 
however, child prostitution is present in most larger urban centres 1n 
Canada. Traditional places of activity centre around Montreal, Toronto 
and Vancouver. 


Child sex tourism is an offence under the Criminal Code and involves 

an individual traveling to various international destinations for the 
purpose of engaging in sexual activity with a child. The first person to be 
convicted in Canada with offences related to child sex tourism occurred 
this past June in British Columbia. This individual traveled to Cambodia 
in order to procure the sexual exploitation of children. The scope of the 
problem, that is of Canadians implicated in child sex tourism, may be 
larger than is presently known as a number of these types of reports have 
also been received by Cybertip.ca. 


On ow : : Ae ; = : 
12 Child prostitution refers to children and juveniles involved in prostitution under the age of 18. 
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Negative Socio-economic Effects 


The victims of SEOC offences face physical, psychological and health- 
related effects over the short- and long-term. Child sex tourism highlights 
the inter-connectedness of SEOC-related offences, in that they victimize 
and present threats not only to children in Canada but also in a multitude 
of other countries, thus there are far reaching implications to these 
activities that transcend borders. 


Pedophiles who seek out children on-line frequently present themselves 
as children and as a result, victims sometimes unknowingly engage in 
conversations with offenders, while others are groomed into accepting 
communication with pedophiles on the Internet. The danger this presents 
is amplified as children in Canada regularly use the Internet unsupervised. 


SEOC-related offences are very time consuming to investigate, and are 
complicated by the multiple jurisdictions involved, to the extent that the 
crime, victim and offender are often found within and between different 
countries. Moreover, there are a number of means for pedophiles to 
communicate with like-minded individuals on the Internet that use 
encryption and multiple passwords on websites, which impedes 
investigations carried out by law enforcement. 


While many integrated approaches have been implemented to address 
SEOC from a social, health and law enforcement perspective, it is 
expected that at least in the short-term, more loosely structured groups 
of criminals will continue to take advantage of the exploitation of 


none “Substantive evidence indicates that 
Illicit Drugs about 95% of the property crime reported 
Threat Issue (0 Us 1S directly linked to the ilicit drug 
The illicit drug industry in Canada provides organized crime with one trade. which iS, for all intents and 

of its most financially lucrative criminal endeavours. There is very little 
opportunity for individual criminal entrepreneurs to participate purposes controlled by organized crime 
substantially in this illicit trade if they are not in some manner aligned groups that have refined the ability to 
with, associated to, or supplied by a larger criminal group. As well, the ; oe nes 

various aspects of this illicit industry often require resources and expertise profit from criminal activity to 

that only organized crime groups can provide or have access to. In a science.” 


Canada, organized crime either directly controls or indirectly influences 
all aspects of the illicit drug industry whether it be cultivation, 
manufacture, importation or distribution. — Chief Richard Deering 


In this year’s report, CISC will highlight certain illicit drugs that are Royal Newfoundland Constabulary 
currently in higher demand within the relatively small illicit drug 

consumer population in Canada, including: marihuana, cocaine, heroin 

and the chemical-based substances of ecstasy and methamphetamine. 

These illicit drugs are available, to varying degrees, in all regions of 
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“The fact of the matter is that B.C.'s 
marihuana grow industry is not really 
about marihuana at all, itis about 
cocaine and the funding source for other 
types of crime. Police intelligence 
indicates that the marihuana trade is 
directly responsible for cocaine 
trafficking, use and related violent 
crime.” 


—ACMP Assistant Commissioner 
Gary Bass, Officer-in-Charge, Criminal 
Operations Branch “E” Division 
(British Columbia) 
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Canada, with marihuana clearly the most widely abused illicit drug 
substance. The reasons for illicit drug usage varies by the drug and the 
individual, but are diverse and sufficient enough to continually maintain 
an illicit consumer demand in Canada that can only be supplied through 
criminal means. 


Aside from significant quantities of marihuana and some synthetic 
chemical drugs, the bulk of illicit drugs consumed in Canada originates 
abroad, and therefore must be smuggled into the country. This illegal 
movement requires considerable planning and organizational capacities 
and available financial and human resources. Typically it is the more 
sophisticated organized crime groups in Canada who possess the 
necessary international criminal contacts in source and transit countries 
that can carry out these conspiracies. Crime groups involved in this 
international movement into Canada are varied. 


Overview of Criminal Activity 


Cannabis 


Marihuana, hashish and liquid hashish are cannabis products, each with 
varying degrees of consumer popularity in Canada. However, marihuana 
usage is much more widespread in all regions of Canada, while hashish 
and liquid hashish is less popular with a more narrow consumer base that 
is mainly restricted to Eastern Canada. Consequently, this year’s report 
will only concentrate on marihuana. 


The Canadian marihuana market is supplied predominantly by 
domestically cultivated products that is supplemented to some degree by 
quantities of marihuana smuggled into Canada from foreign sources such 
as the Caribbean and Mexico. It is unclear precisely the quantity 

of marihuana grown in Canada but law enforcement is continually 
dismantling grow operations of all sizes in every region of Canada. 
Initially in the middle 1990s, marihuana grow operations were 
concentrated mainly in British Columbia but these operations gradually 
spread eastward through the prairie provinces to Ontario, Quebec and 
into Atlantic Canada. 


The average marihuana grow operation will contain hundreds of plants; 
however, some operations may involve plants in the thousands. In one 
instance, a grow operation including 30,000 plants was discovered within 
a vacant industrial building near Barrie, Ontario. 


It appears that the HELLS ANGELS and a number of Vietnamese crime 
groups are the predominant players in the Canadian marihuana grow 
operation industry. However, Italian organized crime groups have been 
encountered as well as many semi-independent cultivators and smaller- 
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scale operators. While a significant quantity of the marihuana cultivated 
in Canada 1s actually destined for the United States’ market, this Canadian 
contribution actually represents a small portion of the total USS. illicit 
consumption, as Mexico is currently their largest foreign supplier. 


Heroin 


Heroin is a highly addictive drug that, in Canada, is used by between 
25,000 to 50,000 addicts that reside mainly within urban centres, 
particularly Vancouver, Toronto and Montreal. It is estimated that between 
one or two tonnes of heroin is required annually to supply this illicit 
market. Over the last ten years, heroin 
destined for the Canadian market has 
traditionally originated in Southeast Asia 
(Golden Triangle). However, increasing _ 
quantities of heroin from both Southwest Asia | af f mber 2004 ie 


(Golden Crescent) and South America are / 1 me 0 ofa successful joint ; 


being encountered by law enforcement. oS ‘forces investig he name Project 
a Sn crime ious 


Southeast Asian traffickers are involved in the 
movement of heroin into Canada. As well, 
there are some Southwest Asian crime groups 
involved in smuggling heroin to Canada. 
Heroin enters Canada primarily through 
marine and air ports concealed either within 
commercial cargo or carried by individuals 
within their baggage or on their person. 


- as was the: seizure of 12 iain of cocaine = 
in ea ae nee Québec linked toa 


Cocaine 


Most cocaine consumed in Canada originates 
from South America and travels to Canada 
either directly or through one or more transit countries. The Caribbean is 
a significant transit region for the smuggling of cocaine into Canada. Of 
cocaine seized at Canadian points of entry, Jamaica and Haiti were the 
major transit points identified, followed by other islands such as, St. Lucia, 
St. Martin and Curagao. Cocaine transiting the Caribbean enters Canada 
through international airports, particularly Toronto’s Pearson International 
and Montreal’s Pierre Elliot Trudeau, concealed within luggage or 
commercial cargo. As well, cocaine is moved into Canada through 
commercial and private marine vessels. 


There is a wide range of crime groups involved in the movement of 
cocaine into Canada including South American-based drug trafficking 
organizations, as well as Italian and Caribbean crime groups and outlaw 
motorcycle gangs in Canada. As well, there are independent and 
unaligned criminal organizations who are also involved in large-scale 
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“The recent arrest and charges of local 
crack cocaine dealers and their suppliers 
from Calgary proves the existence of a 
link to, and, support from organized crime 
in that larger centre. Any community 
where illegal drugs are available must 
combat organized crime. Medicine Hat is 
now considered a franchise area for 
such dealings.” 


— Chief Norm Boucher, 
Medicine Hat Police Service 


smuggling operations and who either have their own domestic 
distribution networks and/or may sell their contraband to other 
organized crime groups. 


South American cocaine bound for the Canadian criminal market also 
often transits through the United States. Cocaine smuggled from the 
United States is often acquired at distribution centres in southwestern 
states and subsequently moved through Canadian land border points in 
British Columbia and Southern Ontario. Commercial vehicles are 
particularly favoured as means of cross-border transportation. 


Synthetic chemical drugs 


Synthetic drugs include a wide variety of chemically based illicit drugs 
but for the purposes of this report CISC will concentrate on MDMA 
(Ecstasy) and methamphetamine. The rave phenomenon and club drug 
scene in the 1990s became to some degree associated to ecstasy 
consumption and trafficking and while still popular, consumption rates 
appear to be on the decline in Canada. However, methamphetamine, a 
chemical that achieved some level of popularity during the 1970s, has 
re-emerged and its consumption level is once again on the increase 

in Canada. 


MDMA/Ecstasy 


MDMA (3,4-methylenedioxymethamphetamine), or ecstasy, was 
developed in Germany in the early 20th century as an appetite 
suppressant but its current illicit attraction is based upon its hallucinogenic 
effects that allegedly heighten one’s senses and lessens one’s inhibition. Its 
popularity with the rave culture also rests on its stimulant properties that 
enables users to continue dancing for hours at all-night clubs. 


Western Europe continues to be a major source of the ecstasy, in either 
tablet or powder form, available in Canada. It is smuggled into Canada 
by a variety of groups originating from Europe and the Caribbean, 
through the use of the postal service, couriers aboard commercial flights, 
airfreight shipments, and marine containers. Market demand is also being 
met by domestic producers using sophisticated synthetic tableting labs. 


Methamphetamine 


Methamphetamine use is on the increase in many parts of the country, 
but primarily in Western Canada. The bulk of this methamphetamine is 
manufactured domestically in Canada in small clandestine laboratories, 
though larger operations capable of producing 4.54 kg or more in one 
production cycle have been encountered occasionally. Given that 
pseudoephedrine (PSE), an essential ingredient in the manufacture 

of methamphetamine, is available in over the counter medications 
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(in pharmacies and over the Internet) several provincial governments have 
taken steps to limit their availability. Organized crime groups involved in 
the illicit methamphetamine industry include outlaw motorcycle gangs, 
specific Asian crime groups, and independent organized crime groups. 


Negative Socio-economic Effects 


The overall impacts of the illicit drug trade are varied and substantive 
affecting individuals and their communities. While many of these negative 
effects may be difficult to quantify, their harm is real and substantive. In 
general terms, the illicit drug trade has impacts on a user’s health; brings 
about additional medical costs; demands greater law enforcement 
resources; and may incite conflict and violence between users and 
organized crime groups; in addition to negatively affecting 

family and friends. Moreover, in order to feed their habits, addicts can 
commit a number of petty and serious crimes such as robbery and assault, 
break-and-enters, the sale of stolen property and prostitution. 


Each illicit drug has a combination of side effects that bring about both 

a physical and psychological dependence. A tolerance can be developed 
from addictive drugs, such as methamphetamine, that may force the user 
to acquire larger doses and/or use with greater frequency in attempts to 
experience what they believed were the positive effects of the drug. 
Injected drugs, such as cocaine and heroin, may enhance the risk of 
various blood-borne infections (eg. HIV/AIDS; hepatitis B and C), 
scarred or collapsed veins, infection of the heart lining and valves, 
abscesses, pneumonia, tuberculosis, and liver and kidney disease. Although 
ecstasy is not known to create physical dependency, health-related side 
effects including dehydration or hyperthermia have occurred while using 
the drug at raves and dances, leading to death due to kidney failure and 
heart attack. 


Health risks are heightened due to the unpredictability of ingredients 
within illicit drugs. As a result, consumers do not always know the actual 
contents of the illicit drug they have purchased nor the purity level of the 
drug. Their intended drug purchase could be laced with other illicit drugs 
and/or chemicals or contaminated by fungi or moulds. An unknown drug 
combination can cause serious adverse aftects, including death. Aside from 
these medical problems, illicit drug users can also encounter serious legal 
problems, such as a criminal sentence and subsequent record, which could 


affect their future employment and travel opportunities. 


The manufacturing of illicit drugs, specifically synthetic drugs and 
marihuana, pose threats to public safety and to law enforcement and the 
health services sector, as well as certain environmental risks. For instance, 
the chemicals used in the manufacture of methamphetamine are 
hazardous with some being highly volatile and at risk to ignite or 
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explode if mixed or stored improperly. Any resultant fire or explosion 
not only harms the individuals involved with at the laboratory but also 
the neighbouring area, its inhabitants and visitors. 


Exposure to the toxic chemicals used in the manufacture of 
methamphetamine could cause intoxication, dizziness, nausea, 
disorientation, lack of coordination, pulmonary edema, serious respiratory 
problems, severe chemical burns, and damage to internal organs. 
Methamphetamine production also threatens the environment as a 
typical laboratory may produce 2.3 kg to 3.2 kg of toxic waste for 

“The relative isolation of our province, every one pound of methamphetamine produced. The improper disposal 


of this toxic waste could cause contamination of the soil and any nearby 


offers no protection from the activities SPU Se cptlies 
of organized crime which dominate the 


Marihuana grow operations pose a number of health and safety risks to 


local and provincial drug trade and the occupants of the residences in which cultivation occurs, to their 
fuels other criminal activity across neighbours and surrounding community. The health risks are linked to 
i the increased fire hazard these grow houses represent to themselves and 
Newfoundland and Labrador. Organized their neighbours. A recent study of grow operations in B.C. concluded 
crime profits, at society's expense.” that a fire was 24 times more likely to occur in a grow house than in an 


ordinary dwelling largely because of the unsafe electrical diversions or 
bypasses many grow operators use to circumvent utility meters in order 


ACMP Assistant Commissioner to steal electricity. They are also linked to the moulds which result from 
the intense humidity and chemicals used in indoor marihuana grow 
Gerry lynch, Commanding Officer operations. Homes that have housed grow operations often require great 
"8" Division (Newfoudland effort and expense to rid them of the moulds and other residues which 


would otherwise make them unsafe to live in. 

and Labrador) 
In terms of safety risks, neighbours and grow house operators run the risk 
of being victimized in a “grow rip”, which occur when a rival group or 
individuals violently steal a mature crop. Grow rips can entail assaults, 
kidnappings and the use of weapons including firearms. Safety issues are 
also linked to the occasional use of booby traps by grow house operators 
seeking to protect themselves from potential thieves. 


Motor Vehicles 
Threat Issue 


This criminal market is not restricted to automobiles, but includes 

all types of motorized vehicles from all terrain vehicles (ATV) and 
motorcycles, to fishing boats and farm equipment. The Insurance 
Crime Prevention Bureau has identified an increase in four main 

fraud techniques that are used by organized crime to steal vehicles. 
These include: the illegal transfer of Vehicle Identification Numbers 
(VINs) from wrecked vehicles to similar ones that have been stolen; a 
legitimate VIN is used to change the legal identity of a stolen vehicle of 
the same make, model, and colour, a process called “twinning”; and the 
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use of leasing or financing arrangements to mask the illegal export of 
vehicles. In this last example, a vehicle is leased and then illegally 
exported. Since payments continue to be made for a couple of months, 
suspicion does not arise until the vehicle is eventually reported stolen 
several months later. An increasing trend in vehicle theft-related fraud is 
termed “owner give-up”. In this form of fraud, an owner is approached 
by an organized crime group to give up their vehicle and then submit a 
claim of theft to the insurer. A newly emerging method of auto theft has 
also been observed in Canada, whereby the criminals are getting 
replacement keys from car dealerships using the VIN numbers taken 
from parked vehicles. 


Overview of Criminal Activity 


Organized crime is increasingly becoming involved in motor vehicle 
theft in Canada. In particular, specific Eastern European organized crime 
groups (EEOC), outlaw motorcycle gangs (OMGs) and independent 
criminal organizations across the country have developed expertise to 
carry out various vehicle-related frauds and the shipment of stolen luxury 
vehicles internationally. Potential profits from this activity are extremely 
attractive, but require access to an extensive network of facilitators and 
service providers until the vehicle has been resold domestically under a 
new identity, stripped for its parts, or shipped abroad on cargo container 
ships to waiting buyers. 


Although Western Canada has recently experienced the highest rate of 
stolen vehicles, it also has the greatest proportion of recovery by the 
police which might indicate that a large proportion of thefts are for “joy- 
riding” purposes. Larger urban centres in Ontario, Quebec, and Nova 
Scotia have the highest rates of non-recovered stolen vehicles, which is 
taken as an indicator of a significant degree of involvement by organized 
crime. Many of the luxury vehicles stolen each year by organized crime 
groups are destined for export. The vehicles are largely destined for 
Eastern Europe, Russia, the Middle East, South America, the Caribbean, 
Africa, and Southeast Asia. 


The theft of vehicles and the frauds that are perpetrated to mask the 
identity of stolen vehicles are frequently undertaken by larger criminal 
networks, within which a number of smaller groups specialize in one or 
more aspect of the process. Thus, part of a vehicle theft network will steal 
vehicles based on commissions to fill orders of particular makes, models 
and years. Other parts of the network have specialized counterfeiting skills 
that allow them to alter paperwork and other identifying marks on 
vehicles; there are also illegal auto body shops where the cars are either 
stripped for their parts or altered by being given a new VIN, otherwise 
known as “chop shops”. These highly sophisticated organized criminal 
networks involved in the theft of vehicles require couriers who can 
transport them across provinces, to the U.S. and/or have the connections 
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“Organized crime groups in Nlew 
Brunswick use motor vehicle crime as a 
source of profits, which are used to fund 
other criminal activity. Vehicles are 
Stolen, and sold in New Brunswick or, 
what is equally troubling, transported 
through the province to border 
destinations or to the ports for out of 
province destinations.” 


— Chief Allen Bodechon, 
Saint John Police Force 


4] 


2004 investigation in Newfoundland 

and Labrador into a vehicle theft ring 
uncovered a network that spanned across the 
country, from British Columbia through | 


Ontario to Newfoundland and L 


necessary to arrange for them to be illegally exported on container ships. 
The networks of criminal organizations also need to extend to the 
market, and thus country, where the vehicles are destined to be resold. 


Organized crime groups involved in motor vehicle theft also tend to 
be involved in other criminal enterprises, thus it is an activity that 
contributes significantly to the expansion 
and strength of groups’ capacities. 


Negative Socio-economic Effects 


Organized theft of vehicles for sale within 
Canada or abroad is often viewed as a 

victimless crime because the crime itself is 
rarely committed with violence. Moreover, 


The stolen vehicles were also used to transport it is assumed that insurance companies will 


illicit drugs from the western region to the 


Atlantic provinces. 


“Insurance crime is serious and costly 
and makes victims of us all. Not only do 
insurance fraud and auto theft cost 
Canadians billions of dollars every year, 
these insidious crimes often result in 
innocent victims being seriously hurt 

or killed.” 


— Rick Dubin, Vice-President, 
Investigations, 
Insurance Bureau of Canada 


compensate victimized policy-holders. Aside 
from victim impact there are financial costs. 
The Insurance Bureau of Canada estimates 
that vehicle theft costs insurers and the public 
almost $1 billion a year when all related costs are included, such as those 
incurred by the health care system and law enforcement. There are also 
costs associated with the time and expense involved in reporting, 
processing and settling vehicle insurance claims which affects policy 
holders, insurance companies, law enforcement investigations, court 
processes, corrections’ services, and taxpayers. 


There are risks associated with vehicle theft to the public as well, since 
luxury vehicles are targeted for break-and-enters at residential homes. 
Break-and-enters occur because the actual possession of the vehicle’s keys 
can help to avoid built-in alarm systems. Unsuspecting buyers of stolen 
vehicles may suffer financial loss or be unaware that their vehicle was 
stolen or in an accident. With regard to the international market for stolen 
vehicles, efforts undertaken to repatriate stolen vehicles from where they 
were illegally exported to its originating country is very costly. 
Repatriation requires the co-operation of numerous affected parties, 
including insurance companies, Customs officials, local, national and 
international law enforcement agencies. Vehicle theft and crime 
perpetrated by organized crime in Canada generates significant illicit 
profits that are used to further other criminal enterprises, such as the 
trafficking of drugs. 


Natural Resources 


In Canada, the criminal market in natural resources attracts organized 
crime groups, some of whom are involved in other criminal markets, and 
individuals unaligned with any one group. These groups could be 

drawn by the profits to be made. For example, it is estimated that the 
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international market in endangered species is worth roughly US$5 billion 
annually. The involvement of organized crime in environmental and 
natural resource crime can occur anywhere along the production and 
distribution lines of illicit and contraband goods, to profit concealment 
and money laundering. 


Environmental Crime 


Threat Issue 


Internationally, environmental crime is often linked to areas of the world 
undermined by underdevelopment, political corruption, abuse of power, 
and violent conflict. The types of offences under the category of 
environmental crime range from poaching and capturing rare and 
endangered species of flora and fauna (to either be sold as food in local 
markets, specialty foods to national and international markets, medicines 
or as live additions to private collections), to the illegal harvesting of 
timber, illegal gemstone and mineral mining and the illegal transport 
and disposal of hazardous waste, among others. Many of these crimes are 
facilitated by complicit political and governmental officials that either 
oversee the operations, or take a percentage of the profits from the illegal 
operators. Often, these crimes are a means of funding weak and unstable 
governments and their political elite, a breakaway region seeking some 
form of autonomy and/or independence, or to fund an armed conflict. 


The environmental crime situation in Canada is quite different than it is 
in many other parts of the world because of the regulatory oversight at 
all levels of government and their agencies. It would therefore be unlikely 
that Canada would experience environmental crimes at the level of those 
witnessed in other parts of the world. Nevertheless, Canada is concerned 
by this type of criminality abroad because of its harmful effects on social 
and economic development, on democracy and governance, and on the 
local and global environment. 


Overview of Criminal Activity 


In Canada, the environmental crime category encompasses a diverse set 
of offenses such as the trade in endangered species, the illegal, unreported 
and unregulated harvesting of flora, fauna and minerals, and dumping of 
waste (hazardous and not). Environmental crimes can also result from 
other criminal activities such as methamphetamine production and 
marihuana grow operations (See: Illicit Drug Section). 


Because environmental issues spill-over beyond provincial and national 
borders and into the international arena, many of the rules and regulations 
in Canada are the product of or reflect the international commitments 
taken on by the Canadian government as a signatory of international 
treaties and agreements. Moreover, as this criminal market covers many 
disparate types of crime that fall under the jurisdictions of several different 


CISC 2005 Annual Report on Organized Crime in Canada 


“Organized crime has a negative impact 
On Canadians and communities across 
the country. The Canadian Forces Provost 
Marshal, the military's chief of police, is 
Committed to preventing organized crime 
activity, and military police detachments 
across the country will co-operate with 
ur civilian police and law enforcement 
partners in this endeavour.” 


— Captain Steve Moore, 
Canadian Forces Provost Marshal 
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ecently, a Canadian was charged for 
allegedly selling endangered species 


government agencies and departments, co-operation and coordination 
between them and their international partners 1s crucial to the prevention 
of environmental crimes and prosecution of their perpetrators. 


It is more useful to look at the issue of environmental crime from a 
market perspective, than to limit it to the crimes committed. This 1s 
especially true in the trade of endangered species and other rare fauna and 
flora. As is the case in the market for art works and cultural artifacts, the 
market for endangered species is dominated by collectors and devotees of 
the flora and fauna in question. 


It would appear that for most endangered (and not) species of wild flora 
and fauna there are individuals and groups that collect, trade, buy and sell 
them. Following market principles, the scarcity of a species (in this case its 
endangered status) increases its allure and its price. Although established 
organized crime groups may not have a non-monetary interest in these 
endangered species, the profit potential is evident to them and therefore 
drives their involvement in this trade. 


Moreover, organized crime’s involvement is also facilitated by its access 

to pre-existing trade routes along which illicit drugs, contraband and 
humans are smuggled. Certain organized crime groups have also, for the 
sake of expedience or in the hopes of deterring inspection, at times 
combined shipments of illicit drugs and fauna. 
For instance, boa constrictors, giant snails, 
crocodilians and tarantulas have been found 
packed with illegal drugs such as cocaine 

and heroin. 


(animals and parts) on the internet. The 


animals included an African elephant, sperm Internationally, poaching appears to be carried 
whale, Himalayan pheasant, birds of paradise, out on an ad hoc and opportunistic basis by 


walrus and long-eared owl. 


sophisticated criminal organizations with well- 
established national and international 
connections needed to organize the harvesting 
and distribution of the resource. Canada is known to have been the 
destination for some poached products, such as Australian shark fin, as well 
as an exporter and trans-shipment point. Animals are not only poached 
for their meat, but also for selected body parts that are used for medicinal 
and/or spiritual reasons, for clothing and other fashion accessories, 
souvenirs and art work. For instance, the bile from bear gallbladders is 
extremely prized as a traditional Chinese medicine, while eagle feathers 
and talons are prized for their ceremonial and spiritual values. 


Negative Socio-economic Effects 


Although the market for poached animals such as caribou, moose, salmon 
and other fish, and migratory birds in Canada appears largely limited to 
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the communities in which the poachers ply their trades, larger markets 
for specific meats do exist and may drive certain poaching operations to 
attain commercial levels. The sale of poached meat (foul, fish or mammal) 
could conceivably become a public health issue given that its butchering, 
storage and transportation would be unregulated, and therefore its quality 
and safety could not be guaranteed. 


Poaching can also have harmful short- and long-term effects on the 
species in question, whether it is endangered or not. It is likely that the 
poaching of endangered species, whose stocks 
are diminishing either regionally or 
internationally, could prove disastrous by 
undermining its sustainability or lead to its 


He 10 bald eagle 
outright disappearance. 
oached for their 
activities and markets when there are the P arts, which 1 ere 
shortages of a commodity or a service. Their destined for ax rth American black market, 
involvement in activities such as poaching and : and made availa te to collectors of all kinds. 
wildlife trafficking threatens the ecological a 


Organized crime becomes involved in certain 


diversity of the country and the planet, while 

the environmental ramifications of certain criminal activities will be felt 
in communities of all types and sizes, the costs of which will linger for 
many years. 


Diamonds 


Threat Issue 


Canada’s resource riches could be attractive to both foreign and domestic 
organized crime. Canada’s diamond industry exemplifies a sector of 
Canada’s natural resources where law enforcement is continuing to 
pro-actively monitor the potential criminal exploitation by organized 
crime. Although now third by value amongst the 23 diamond-producing 
countries, and expected to move to second or first place once additional 
mines begin operating, the diamond industry continues to be a new and 
expanding area of the Canadian mining sector. Diamond exploration 
throughout Canada has expanded significantly over the past couple of 
years with the discovery of diamond-bearing kimberlite pipes in Alberta, 
Saskatchewan, Ontario and Quebec. The next three mines to open, 
DeBeer’s Victor Project in Ontario, Snap Lake in the Northwest 
Territories (NWT) and the Tahera Jericho Project in Nunavut, 

are still on schedule to begin production in 2007/08, 2007 and 

2006 respectively. 


The risks presented by organized crime’s potential involvement in the 
diamond industry are multi-faceted and relate to different aspects of the 
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diamond industry, including markets for rough and polished stones, and 
diamond exploration companies. 


Overview of Criminal Activity 


The Kimberley Process Certification Scheme (KPCS) was implemented in 
2003 in order to stem the trade of conflict diamonds!? from certain 

civil strife ridden southern and west-African countries. This international 
initiative was designed to establish a system of internal controls to track 
diamonds from where they were mined to their point of export in order 
to ensure that no conflict diamonds have been added to the chain of 
production. Nevertheless, it is possible to smuggle both rough and 
polished stones into and from Canada, where they can be introduced 
into the stream of rough, cut and polished and then sold as Canadian 
diamonds. 


Possible threats posed by organized crime’s potential infiltration of the 
diamond industry are through co-opted or wholly owned mining, 
exploration, and cutting and polishing firms. Co-option of a firm or a 
specialized service within could occur if organized crime groups were 
to place individuals in jobs that could gain access to important industry 
information or to acquire a supply of rough stones illicitly. 


Theft and distortions in the valuation of diamonds that are both imported 
and exported are also possible through jewelry stores and diamond 
exploration companies, as is insertion of non-Canadian diamonds into 
the stream of diamonds labeled as originating from one of the Canadian 
diamond mines. Organized crime groups are likely to be drawn to the 
mine sites and their neighboring communities as their populations swell 
with well paid workers with few outlays for their money. In the past, 
organized crime has supplied similar resource extraction-based 
communities with illicit drugs, contraband tobacco and alcohol, 

illegal gaming and associated loan-sharking, and prostitution. 


Additional potential threats from organized crime that could have a 

direct and indirect impact on the Canadian diamond industry include: 
misrepresentation of high-quality fake stones for real diamonds; an 
increasing involvement by organized crime in polished stones as a means 
to transport currency, as well as investment in jewelry stores; an increase in 
the smuggling of rough stones in order to avoid the Kimberley Process 
Certification Scheme; and opportunistic theft at mine sites or while in 
transit to secondary stages. 


5 

5 ia ‘ : ‘ : i yf : 

13° Conflict or blood diamonds refer to diamonds associated to the violent conflict in certain 
countries in Africa. Diamonds mined in this region have been known to be sold on the black 
market to raise money to support the continuance of regional conflicts. 
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Negative Socio-economic Effects 


The RCMP-led Diamond Protection Service in concert with the 
Canadian diamond and diamond exploration industry are helping to 
monitor and ensure its protection. However, potential criminal threats 

to the Canadian diamond industry highlight the necessity to uphold the 
integrity of important economic sectors, particularly those relating to 
Canada’s natural resources. There could be significant financial loss if there 
was criminal exploitation of the diamond industry. For instance, smuggled 
diamonds could not only negatively impact the integrity of diamonds 
mined in Canada, but governments could also lose potential tax revenues 
from their sale. Moreover, a loss in confidence of the diamond industry 

in Canada could have negative repercussions on consumers and investors 
domestically and in other diamond producing countries. If frauds were 

to take place via publicly traded companies within the Canadian diamond 
industry, members of the general public could suffer significant 

financial loss. 


There is the potential for organized crime to become involved with 
legitimate companies within the diamond industry or other areas of the 
natural resources sector. The threat would stem from organized crime’s 
potential use of businesses within this sector to facilitate criminal 
activities, such as fraud, money laundering and the smuggling of natural 
resources. Expanding resource sectors, such as the Canadian diamond 
industry, present many opportunities for organized crime to exploit that 
could have negative consequences for communities’ well-being and 


public safety. 
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Conclusions 


This year’s report represents a significant departure from those of previous 
years as it focuses on organized crime’s illicit activities and their negative 
impacts on Canadians, rather than on the broad based cultural-geographic 
grouping categories used in previous reports. This new approach better 
captures the changing dynamics of organized crime and the criminal 
marketplace. This is not to suggest, however, that the actors and groups 
behind organized criminal activity have lost any relevance in improving 
the understanding and response to the threat it represents to Canada. On 
the contrary, any understanding of organized crime would be incomplete 
without a comprehension of both the organized criminal activities and 
the actors behind them. It is important to remember that the actual threat 
of organized crime stems from criminal groups capacity to enter into 
criminal activities, which generates significant profit for them. This year’s 
report reflects CISC’s continued commitment to bringing attention to 
the wide-reaching, though often subtle, adverse effects of organized 
crime on the lives of Canadians. 


In many ways, the organized crime marketplace in Canada resembles 
elements of the legitimate one, with a diverse array of actors and groups 
competing for a share of various markets. Like entrepreneurs in the 
legitimate market, organized criminals will actively seek out and attempt 
to capitalize on opportunities that afford a potential for profit. This 
opportunism, which is a central driving force behind organized crime, 
explains why the threat is a continually evolving one; it is a characteristic 
feature of organized crime that it adapts to the conditions of the ever- 
changing environment they operate within. The exploitation of 
technological advances, notably the Internet, illustrates how organized 
crime adapt its methods and criminal enterprises to utilize new tools 
and mediums for criminal activity. 


The economic forces of supply and demand that drive legitimate business 
are just as relevant in the illegitimate marketplace. Whether the demand 
may be for low-cost tobacco or counterfeit DVDs, illicit handguns or 
child pornography, illicit drugs or counterfeit payment cards, organized 
criminal elements will respond to and exploit any market for illegal 
commodities or services. Regardless of the criminal market, however, the 
common denominator 1s always exploitation for profit. This exploitation 
ultimately affects the entire country: its people and institutions; its 
economic prosperity; and its social fabric. 


While violence is often used as a form of internal discipline and dispute 
resolution within the criminal marketplace, it is rarely confined to this 
domain, as violence between criminals often takes place within the 
community. When the community becomes the battleground between 
organized crime groups, ordinary Canadians and their families also 
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become victims of gang violence. In some cases, violence or threats 

are deliberate tools to create and sustain an atmosphere of fear in a 
community, intended to discourage citizens from taking actions contrary 
to the criminal group’s interests. The illicit firearm market directly affects 
community safety, providing criminal groups with instruments of violence 
that can be just as deadly to innocent bystanders as to their intended 
targets. Violence and intimidation in Canadian communities are often 
directly related to the illicit drug market. Whether a cause or symptom of 
the illicit drug trade, violence and other criminal activity take their form 
in, for instance, residential break-ins and robberies by addicts, “turf” wars 
between rival gangs, and discarded syringes littering the ground in 
community parks. 


Most Canadians would have little difficulty recognizing these more 
observable consequences of organized crime in their communities. 

The effects of organized crime, however, are not limited simply to the 
obvious, and go well beyond outright violence and disturbance 1n our 
communities. Organized crime has a pervasive and far-reaching impact 
on Canadian society, manifested in ways that range from the dramatic and 
unmistakable to the subtle and less visible. In fact, the more pervasive 
effects of organized crime are often those that are the least apparent. 
These effects are often subtle or hidden for a very good reason: organized 
crime succeeds largely by operating out of public view, hoping to avoid 
the undue attention of their principal victims, the Canadian public, and 
the scrutiny of those charged to protect them, the Canadian law 
enforcement community. 


The economic impact of organized crime is immense. The illicit drug 
trade has a considerable impact on a large number of addicts and users in 
this country, which results in an incalculable loss of productivity, and takes 
a heavy toll on health care resources. Attempts to conceal the proceeds of 
crime can result in untold sums of Canadian money leaving the legitimate 
economy or leaving the country entirely. Moreover, when the proceeds of 
criminal activity enter the legitimate economy through businesses linked 
to organized crime, legitimate Canadian companies are undermined as 
they are subjected to unfair competition. Product counterfeiting and 
piracy not only have a devastating impact on various sectors of the 
economy, but in some cases can expose Canadians to risk of serious injury 
or even death from the use of such hazardous counterfeit items as 
electronic devices, medicines, or vehicle parts. Though certainly less 
dramatic than violence in communities, identity theft is nevertheless a 
significant threat, producing losses to individual Canadians and businesses 
in the multi-millions of dollars every year. The victims of violence can 
also be hidden from public view. The commercial sexual exploitation of 
children or the trafficking of persons by organized crime inflicts 
unmeasurable costs on the lives of the victims and their families, and 
represents an affront to core Canadian values and basic human rights. 
Whether apparent or hidden, the adverse effects of organized criminal 
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activity touch all Canadians. This report has sought to highlight only 
some of the innumerable ways in which organized crime directly or 
indirectly affects Canada, its institutions, its citizens and communities. 
Organized crime is much more than specific actors and groups, but 
includes criminal markets, national and transnational infrastructure and 
networks, methods and tools, criminal norms and subcultures. In other 
words, organized crime needs to be understood in this context as it is 
central to the principle behind intelligence-led policing — a law 
enforcement strategy that aims to be truly preventative and forward 
looking. Intelligence-led policing, guided by the CISC community, is 
Canada’s best tool to combat organized crime. 
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S Evaluation Form 


= CISC 2005 Annual Report on 


CSe Organized Crime in Canada ene 


Criminal Intelligence Service Canada would like to receive feedback on its Annual Report on Organized Crime in 
Canada in order to improve the quality of the report and its value to Canadian society. CISC invites you to complete 
and return this evaluation form. Your comments and suggestions will assist CISC in developing better reports. 


How informative is the Annual Report on Organized Crime for each of the following criteria? 


National overview No use 1 2 3 4 5 Most useful 
Criminal Markets No use 1 2 3 4 5 Most useful 
Scope of criminal activities No use 1 2 3 4 5 Most useful 
Socio-economic effects No use i 2 3 4 5 Most useful 


Please circle the number which best describes your judgement about the content of the report. 
(1 = Poor and 5 = Excellent) 


Readability and understanding 1 2 =) 4 a) 
Organization of the report 1 Z 3 4 5 
Quality and usefulness of information 1 2 3 4 5 
Overall value 1 Z 5 4 5 


How does the information in this report impact on your views of organized crime? 


How can CISC improve this Annual Report on Organized Crime? 


This form is available on CISC’s website at: www.cisc.ge.ca. CISC welcomes your comments and requests that you 
complete the information box and return this form by e-mail, fax or mail to: 


Criminal Intelligence Service Canada 
1200 Vanier Parkway 

Ottawa, Ontario K1A 0R2 

Fax: (613) 993-3928 

E-mail: webmaster@cisc.gc.ca 


Thank you for your feedback. 


Province: City/town: 


Organization: Date: 


First time reading a CISC report: Name (optional): 
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Criminal Intel 


Research for this report concluded on 2006-07-06 


Note: References to organized criminal activity associated with particular ethnic-based 
organizations are not meant to suggest that all members of that specific ethnic group 
are involved in organized crime or that the government of the country of origin or its 
authorized agencies permits or participates in any illegal activities. These references allude 
t6'the illegal: ctivities of particular riminal organizations, the majority of whose members 
share ethnic origins. 


port demonstrates our commitment to educate and inform the public 
organizations have on Canadian society. 


vital to our continued success. 
about the negative impact cri 


rm caused by organized crime affects all of us, indirectly or otherwise. As a society, 
we can ill affor low these criminal groups to expand their criminal enterprises at the expense of our 


physical and 


ed reality. Yet advances in technology continue at a rapid pace, and along with it, so too will the 
d capabilities of organized crime groups. The criminal intelligence community must work together 


is in mind, CISC continues to provide leadership to the criminal intelligence community by embracing 
y integrated approach. This network of member agencies facilitates the effective and timely sharing of 
inal intelligence across all levels of law enforcement — a crucial factor in the ability to detect, disrupt and 
mantle criminal organizations. 


believe this document will help illustrate the current state of organized crime in Canada, while reinforcing 
CISC’s commitment to ongoing communication with the Canadian public. 


2006 Annusl Report 


Messag e bom the Pivectov Gerwal 


Criminal Intelligence Service Canada 
Sandra Conlin 


Organized crime exacts a heavy toll on Canadian society. 


Although not always obvious, the effects of organized crime are felt by all of us. We may feel this impact through a 
diminished sense of personal and economic security, higher insurance costs, or fewer tax dollars to fund social programs. 


Organized crime also harms Canada by putting illicit drugs in the hands of addicts, introducing dangerous 
counterfeit products into the marketplace, treating human beings as a commodity, or defrauding the public of their 
hard earned dollars. 


One thing we know for certain — organized crime is never victimless. 


Working to diminish the harm caused by organized crime is a primary goal of CISC. Together with our provincial 
bureaus and member agencies, CISC puts into practice a truly integrated methodology for the collection, analysis 
and sharing of vital criminal intelligence and information. 


This integrated approach unites the national criminal intelligence community, bringing together law enforcement 
partners at the municipal, provincial and national levels. By combining our collective expertise and resources and 
using technology to ensure timely access to information, the result is truly greater than the sum of our parts. 


However, this is not to say that we are winning the battle against organized crime on all fronts. Experience has 
taught us that wherever there is money to be made by illicit means, organized crime will be there. We also know 
that criminal groups will continue to conduct their illicit activities with little regard for who is harmed, and they 
will strive to enrich themselves at the expense of whomever stands in their way. 


This report reflects the collective efforts of the entire criminal intelligence community in Canada. It is our sincere 
hope that through this report, the public will gain a better understanding of the numerous ways that organized 
crime can affect our daily lives. 
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About CISC 3 


As the voice of the Canadian criminal intelligence community, the fundamental purpose of CISC is to facilitate the 
timely and effective production and exchange of criminal intelligence, while providing leadership and expertise to 
CISC member agencies in their efforts to detect, reduce and prevent organized and serious crime affecting Canada. 


CISC consists of a Central Bureau in Ottawa that liaises with and collects information and intelligence from ten 
provincial bureaus that serve all of Canada’s provinces and territories. The provincial bureaus operate independently 
while maintaining common standards in the delivery of their products and services. 


Mem leevthi p 


CISC membership includes more than 

380 law enforcement agencies across the 
country. These agencies supply criminal 
intelligence to their respective provincial 
bureaus for further analysis and dissemination. 
The provincial bureaus in turn provide their 
findings to Central Bureau for analysis at a 
national level and the creation of strategic 
criminal intelligence products and services. 


ACIS 


CISC’s member agencies collaborate in the 
exchange of criminal intelligence by 
contributing to the Automated Criminal 
Intelligence Information System (ACIIS), an 
on-line database. ACIIS is the Canadian law 
enforcement community’ national repository 
for criminal intelligence and information on 
organized and serious crime and is only 
accessible to the law enforcement community. 
Central Bureau is the custodian of ACIIS, 
which it manages on behalf of, and in 
consultation with, all CISC member agencies. 


Coon rant 


CISC is governed by the CISC National 
Executive Committee, which is comprised of 


Organized Crime 


23 leaders from Canada’s law enforcement 
community and chaired by the Commissioner 
of the RCMP. This Committee meets twice 
annually to review the operation of CISC and 
to decide on communal goals. The Director 
General of CISC, who heads Central Bureau, is 
secretary to the National Executive Committee 
and coordinates the efforts of all provincial 
bureaus in providing criminal intelligence 
products and services. The Directors of the 
Provincial Bureaus meet quarterly with the 
Director General of CISC to discuss organized 
crime issues and forward recommendations 
and resolutions to the Executive Committee. 


Singh 


The staff of Central Bureau consists of RCMP 
employees and secondments from other law 
enforcement agencies. Secondments at 
Central Bureau currently include: Canada 
Border Services Agency, Department of 
National Defence, Ontario Provincial Police, 
Ottawa Police Service, Service de Police de 
la Ville de Montréal and the Stireté du 
Québec. CISC’s Central Bureau receives 
administrative and financial support from 
the RCMP through its National Police 
Services, which provides essential front-line 
support services to the law enforcement 
community in Canada and abroad. 


in Canada 


Introduction 


With a network stretching across the country, CISC is 
well positioned to assess the significant issues and 

trends relating to organized crime in Canada. In this 
years annual report, CISC continues the approach i 
began last year of examining organized crime thr 
the framework of the criminal marketplace.a 
report identifies and highlights a variet 
markets and the threats they pose to 
across Canada. 


The Feature Focus section 
of organized crime. This 
concern in the public f 


new addition to the annual report — is intended to highlight a particular aspect 
§ topic is street gangs; an organized crime threat currently generating significant 


effects of organized criminality are 
far-reaching and long-term in nature, 
undermining Canadian institutions, the 
economy, and quality of life. It is often 
difficult to conceptualize how these threats 
directly affect Canadians; however, 


Migaror General Normand Proulx, Sureté du Québec 


riminal organizations strive to keep 

their operations hidden from public view. 
This explains, in part, why the effects of 
organized crime are not always evident. 
Regardless, the adverse effects of organized 
crime touch all Canadians. Some forms of 
criminal activity are highly visible and 
affect individuals and communities on a 
daily basis. For example, criminal groups 
involved in street-level drug trafficking, 
robberies, assaults and intimidation in 
some communities can contribute to a 
culture of fear and foster a general sense 
of insecurity. Organized criminality can 
also pose distinct public health and safety 
threats, such as those resulting from 
marihuana grow operations and illicit drug 
manufacturing laboratories. Many harmful 
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criminal activities such as vehicle theft, 
payment card fraud and mortgage fraud 
are examples of long-term financial threats 
to Canadian institutions and consumers. 


The covert nature of organized crime 
necessitates that law enforcement establish 
partnerships with policy makers and the 
public to raise awareness and garner 
support for law enforcement’ efforts to 
minimize the organized crime threats that 
are present in multiple criminal markets. 


Report 


In 2006, the CISC criminal intelligence commu \ 
Canada. While many of these groups remain concen 


number operate from smaller communities across the cow 
everywhere there is profit to be made from criminal ventures 


In the past, organized-crime had ethnic origins. Today, rather than focussing 
on ethnicity, law enforcement must view organized crime on a commodity of 
Crime category basis. 


Chief Constable Jamie Graham, Vancouver Police Department 


Just as Canada has become a more 
multicultural society, so too have many 
organized crime groups. Multicultural 
criminal organizations are increasingly 
evident, particularly among newly 
established and emerging groups, often 
as a reflection of the multi-ethnic 
demographics of their locale. Although 
cultural ties remain an influencing 
principle within the organized crime 
landscape, multi-ethnic groups can be 
based on the criminal capabilities of 
members rather than on their ethnic 
or cultural heritage. 


Organized crime groups exploit legitimate 
businesses, professionals and other 
community members to assist them in 
their criminal ventures and launder 

their criminal profits. In some instances, 
providers of this assistance may be 
unaware of their exploitation, while 
others, lured by the profits, either remain 
silent about possible suspicions or 
knowingly participate. 


Criminal gr 
professions wit 
legitimate econom 
or corrupt some indivi 
those within the commere 
industry may be targeted to 
movement of contraband. Ot 
valued by criminal groups are thos 
the financial industry that facilitate’ 
laundering or the concealment of proe 
of crime. While these individuals may be 
recruited from a wide range of profession 
they represent only a small percentage of 
their peers. 


Organized Crime in Canada 


There is no dominant structure for 
organized crime groups in Canada. Groug 
structures can vary from hierarchical 


are based on temporary 
idual criminals who merge 


here are varying levels of criminal 
capabilities amongst organized crime 
groups across Canada. At present, those 
with higher levels of criminal capabilities 
are largely represented by a number of 
Asian criminal groups in the B.C. Lower 
Mainland and southern Ontario, some 
Italian crime groups in Ontario and 
Quebec, certain Hells Angels chapters in 
B.C., Ontario and Quebec, and several 


With the appearance and accessibility of new technology, organized crime is 
now able, with the click of a mouse. to commit crimes which have a direct 
impact on the citizens and Government of Canada. 


RCMP Assistant Commissioner Line Carbonneau, 
Commanding Officer, C Division (Quebec) 
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npleted, these individuals may continue 
to collaborate on further criminal activities, 
or the group may dissolve. Although the 
individuals may go their separate ways, they 
sometimes reform into new groups based 
upon the skill requirements of new criminal 
opportunities. The nature and success of 
such networks are largely determined by 
individual characteristics and skills among 
those who act as their component parts. 
Such individuals may not regard themselves 
as members of a criminal group, and may 
not be regarded as part of a criminal group 
by outsiders. 


padi IDE of Orynuized Crime Grow 


independent groups across the country. This 
relatively small number of criminal groups 
is distinguished by their large-scale, 
sophisticated operations involving the 
importation, manufacture or-distribution of 
a wide variety of contraband, as well as 
through financial crimes such as fraud and 
money laundering. However, these kinds of 
criminal groups have demonstrated an 
ability to shield themselves from disruption 
by law enforcement and rival criminal 
groups. A small number of street gangs, in 
British Columbia and Alberta, also have 
relatively sophisticated criminal capabilities; 
however, these are limited to a regional 
involvement in illicit drug distribution. 


Report 


While the majority of criminal groups 
across Canada operate at a lower level of 
criminal capability and participate at a more 
limited scope and magnitude within their 
criminal markets, they can still pose serious 
criminal threats. Most Eastern European 
and independent criminal groups and the 
majority of street gangs have lower levels 
of criminal capabilities. A number of Hells 
Angels chapters across Canada and other 
outlaw motorcycle gangs operate at a lower 
level of criminal capability that is often 
limited to distributing smaller amounts 

of contraband, such as illicit drugs, 

within a localized area. 


The challenge for policing today is to Keep pace. Partnership is indeed the 
defining feature of the new environment for policing in Ontario and for policing 
nationally and internationally. 


Commissioner Gwen Boniface, Ontario Provincial Police 


Crime groups operating at a lower level term. Many street gangs across Canada 

are often more visible to the public, with have been identified as having this lower- 
some directly affecting the daily lives of level criminal capability but with a 
individuals and communities, particularly corresponding high propensity for violence 
the groups that use high levels of violence that can be random, spontaneous and 

and intimidation. As a result, these groups conducted within a public setting. 


potentially pose a more direct and 
immediate threat to the public safety of 
Canadians than higher-level groups whose 
threat may be more indirect and long 


Organized Crime in Canada 
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The City of Montreal Police Service implements shategies 
the types of crime which are the greatest source of concern for citiz 
Its efforts include the fight against street gang activities—a new form of 
organized crime—and violent crimes, which both have a direct impact 

on the community's sense of security. 


Director Yvan Delorme, Montreal Police Service 


Organized crime groups in Canada use various 
means to conduct their illicit activities. The 
following section highlights some of the most 
prevalent characteristics and methods. 


A 

Viclence And 
‘ae ‘ 

ag midation 
Most criminal groups use violence and 
intimidation as a means to accomplish various 
criminal objectives. This violence can be 
categorized as strategic or tactical. Strategic use 
tends to be employed most often by groups 
with higher-level criminal capabilities. Careful 
planning is used to advance multiple criminal 
activities, retaliate against other crime groups, 
or corrupt legitimate businesses as well as 
legal and government systems. In contrast, 
the tactical use of violence is typically 
opportunistic, and is carried out in the pursuit 
of short-term goals that may be in defence of 
the crime group’s share of a criminal market. 
It is often spontaneous in nature with an 
increased likelihood of occurring in a public 
setting, thus posing a particular risk to public 
safety. Some groups with lesser criminal 
capabilities, such as most street gangs across 
Canada and some independent groups in 
the B.C. Lower Mainland, are particularly 
involved in this type of violence. 
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integrated voice anc 
personal digital assista 
phones, remain vulnerabl 
instant messaging is expectet 
signficantly, criminals will usé 
codes to target communications di 
and compromise the sensitive perso 
and corporate information they conta 
Malicious software will 
increasingly target voice- 
over-Internet protocol 
(VoIP) and wireless 
networks as this 
technology grows in 
popularity, as well as 
social networking sites 
that typically feature an 
interactive network of 
blogs, user profiles, 
photos and an internal 
e-mail system. 


Criminal organizations have increased their ability to acquire and implement 
the most recent technology into their criminal acts of fraud. Cloned 
cellphones, spoofed websites and the theft of or unauthorized access to 
database information are just some of the methods criminal organizations 
are currently using. 


Phonebusters - The Canadian Anti-fraud Call Centre 


in Canada 


Moy Lande ny 

According to the International Monetary 
Fund, an estimated $22 to $55 billion is 
laundered annually in Canada. Crimi 
groups will continue to exploit 
financial institutions for mo 


ine payment systems, currency 
anges and shell companies. 


groups — 
hile others 


Criminal Prep loitation 
of lutevuation, y 
Bow tvs 


Criminal organizations, such as Aboriginal 
smuggling groups operating on border 
reserve areas, remain involved in smuggling 
contraband across the Canada/U.S. border. 
As well, a number of strategically located 

_ individuals, such as some border residents 
and port employees, play varying roles in 
the illegal cross-border movement of 
people and commodities. Border entry 
points and the areas between these points 
are vulnerable to criminal exploitation as 
crime groups adapt smuggling strategies 
in response to enforcement scrutiny. 


CASA actively participates in joint-force operations: enforcement units and 
Working groups on the local, regional and national levels are focussed on 
fighting transnational organized crime. 


Caroline Melis, Director General, Intelligence Directorate, 
Canada Border Services Agency 


RCMP 100798 


2006 Annual Report 


Canadian-based companies are vulnerable to 
exploitation by both domestic and foreign- 
based criminal groups. Businesses around 
the world continue to be targeted in schemes 
ranging from fraudulent telemarketing and 
extortion to stock market manipulation. 
Investments in legitimate businesses can also 
facilitate numerous criminal activities. In 
addition, some organized crime groups hide 


cross-border smuggling within the trade 

of legitimate goods, through import-export 
flows, or through companies involved in 

the transportation industry. Criminal 
exploitation of the legitimate economy 
continues to represent substantial short- and 
long-term financial threats to the legitimate 
business community and the domestic 
economic infrastructure. 


Organized Crime in Canada 


Through the framework of the criminal ma 
across Canada. Organized crime groups may in 
criminal markets, or they may be constrained by their crit 
organized crime groups are involved in several criminal m 
may vary from one sector to the next. 


Criminal markets are dynamic and evolve over time as they react to mar 
competition from other organized crime groups, technological developme 
There are inter-dependencies or linkages between various criminal markets in I 
may facilitate crimes in another. 


Current market conditions, such as the 
expansion of marihuana and ecstasy 
production and distribution, and the 
spread of crimes such as mortgage fraud, 
are favourable to the development of 
new groups and the expansion of existing 
groups. Existing and developing 
technologies also create favourable 
market conditions for the emergence 

or expansion of criminal groups. 


Considering the increasingly sophisticated, pervasive and globalized nature of 
Organized crime, itis critical that the Canadian law enforcement community 
optimizes its capacity to collect and share criminal intelligence information 


in a timely fashion. 
RCMP Deputy Commissioner Peter Martin, 


National Police Services 


The numerous criminal actors within criminal At this cross-over, there are individuals 
markets move in and out of roles, expand or — who operate in each environment, often 


contract their criminal activities in response simultaneously. The number of organized 
to law enforcement or competitive pressures, crime groups, their changing inter- 

and form short and long-term criminal relationships and specific market dynamics 
alliances of mutual benefit. There is often contribute to the complexity of the 
overlap between the legitimate commercial Canadian criminal marketplace. 


marketplace and the criminal marketplace. 
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Nationally, most criminal 
markets, such as illicit drugs 
or counterfeit goods, appear 
highly resistant to long-term 
disruption. Law enforcement 
operations are able to 
dismantle some criminal 
groups completely, causing 
the group to dissolve. 
Others are incapaci on 
a more temporar : 
demonstrating prising 
ability to ree rom law 
enforceme sruption in 
the long . In some cases, 
crime ps are able to 
remaain active while key 
players are incarcerated. 
porary voids in criminal markets eee 
sulting from successful law enforcement [Is ah Dy nyt 
Operations can serve as opportunities for 
other crime groups to exploit. The Canadian illicit drug market is 
dynamic and diverse, involving a wide 
Mongngpundering has consequences for all Canadians. When criminals are able © range of drugs from domestic and foreign 
Iogapyi from crimes such as drug trafficking and fraud, criminal enterprises Sources. These drugs are distributed across 
erycontinue to operate. : the country by criminal groups operating 
at all levels of capability and scope. 
Approximately 80% of crime groups 
identified in Canada are involved in the 
illicit drug market, particularly as street- 
level traffickers. A smaller proportion of 
crime groups are involved in the more 
complex aspects of the illicit drug market, 
such as marihuana cultivation, synthetic 
drug production, importation from source 
countries or wholesale distribution. 


Horst Intscher, Director FINTRAC 
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Marihuana is both the most consumed 


and most produced illicit drug in Canada, _ 


involving a wide range of crime groups 
and generating significant illicit profits. It 
is cultivated in large quantities across the 
country, particularly in British Columbia, 
Ontario and Quebec, often in large-scale 
grow operations. 


Cocaine also continues to be in high demand 
in most areas of the country, particularly 
major urban centres. As there is no domestic 
source, it is smuggled either directly from 
source countries in South America, or 
through transit countries in the Caribbean, 
Mexico and the United States. Cocaine is 
distributed primarily by organized crime 
groups capable of wholesale distribution 
with higher criminal capabilities, such as 
some Asian, Italian, or independent 
criminal groups as well as several Hells 
Angels chapters. 


Heroin is smuggled into Canada from 
source countries in southeast and southwest 
Asia and South America for wholesale 
distribution by a variety of independent and 
Asian organized crime groups. These groups 
are frequently connected by cultural and 
familial ties and use smaller networks to 
distribute the drug across Canada. 


Organized crime is involved in the 
importation of chemical ingredients for 
the manufacture of synthetic drugs, 
particularly ecstasy and methamphetamine, 
which are then distributed across Canada, 
and sometimes into the U.S. 


Organized Crime 


Communities across Manitoba are discovering that there is a very real link 
‘between minor property crimes in rural and urhan communities and major 


Organized crime. Drug addicts break into homes and cars to feed habits driven 
and encouraged by criminal gangs doing a multi-million dollar business. 


RCMP Assistant Commissioner Darrell Madill, 
Commanding Officer, D Division (Manitoba) 


Methamphetamine production and 
distribution are particularly evident in 
B.C. and the Prairies. Significant quantities 
of ecstasy produced in Canada are 
smuggled to the United States and, to a 
lesser extent, to Pacific Rim countries 
such as Japan and Australia. 


The use of crack cocaine and 
methamphetamine varies across Canada 
but both appear to occupy only “niche” 
markets with a limited consumer base. 


in Canada 
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firearms are used by most criminal 
anizations to a certain extent. While 

e demand is continuous, it is tempered 
to some degree by the fact that firearms 
are a reusable commodity, unlike other 
contraband (such as illicit drugs) that 
involve a cyclical process of consumption 
and resupply. The main sources of illicit 
firearms are domestic thefts or those 
smuggled into Canada from the U.S. It is 
difficult to attach numeric values to these 
two components as a means to quantify 

_ their scope and magnitude. 


Organized crime is not always sophisticated. Sometimes it is as simple as 
street gangs engaging in violent turf wars over the sale of drugs. 


Chief Vince Bevan, Ottawa Police Service 


2006 Annual 


nerous criminal groups across Canada 
re involved in a wide range of financial 
frauds. In many cases, these criminal 
groups operate across jurisdictions 
(within Canada or internationally) in 
order to access more victims and lessen 
the chances of detection. 


Criminal groups continue to target 

Canadians’ personal and financial 

information. Methods of obtaining this 

data range from mail or garbage theft 

to more sophisticated means such as 

modifying point-of-sale terminals 

(where payment cards are swiped to 

pay for goods), compromising corporate 
databases or through black market 

websites that sell stolen data. , 


Report 


Several criminal groups are involved 
jurisdictional telemarketing fraud that car 
extend internationally. Because this type of 
mass marketing fraud is designed to reach a 
wide population and often targets. vulnerable 
members of society, it has a high probability 
of affecting Canadians. Furthermore, 
Canadian-based criminal groups continue 
to pose a significant financial threat to the 
U.S. public, as a sizeable component of 
fraudulent telemarketing in the U.S. 
originates from Canada. 


Organized crime is an invisible killer. It undermines and destroys the very 
fabric of our communities and, in most cases, you do not see it coming until 
a Crisis Occurs. 


Chief Frank A. Beazley, Halifax Regional Police 


Payment card fraud, in which a single 
crime group can victimize hundreds of 
people, remains a serious financial threat in 
Canada. According to the Canadian Bankers 
Association, credit card fraud in Canada 
resulted in losses of $201 million to 

major credit card companies in 2005. 

The majority of credit card losses (77%) 
are derived from counterfeit cards and 
stolen credit cards used to make fraudulent 
purchases through the Internet, mail order 
or by telephone. In the same year, debit 
card fraud from skimming resulted in 
losses of $70.4 million. 
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M ortgage fraud is the deliberate use 
of misstatements.1 misrepresentations 
or omissions to fund. purchase or secure 


a loan- 


Some criminal group: 
on mortgage frauds, whi 
simultaneously involved in 1 
markets or use mortgage frauds 
other criminal activities, such a 
grow operations. Crime groups gen 
undertake multiple fraudulent mortga, 
simultaneously, ranging from several doz 
to hundreds per group, with losses often — 
numbering in the tens of millions of dollars. 
Given this level of financial harm and the ~ 
numerous mortgage fraud cases nationally, 
mortgage fraud will remain a significant 

economic threat to financial institutions. 


in Canada 


Commonly observed securities frauds in 
Canada are illicit offshore investments, 
fraudulent high-yield investments such 
as Ponzi (pyramid) schemes, and illegal 
market manipulation. Many securitie 
schemes are national or transnatig 
scope, potentially targeting t 
investors from multiple co 
market is highly attracti 
crime as it can be us 
and conduct illici 


ds of 

ss. The stock 
8 organized — 

6 launder money 
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Recent years have seen an increase in 

the diversity and number of dangerous 
counterfeit products being brought into 

or illegally manufactured in Canada. These 
products are sold in a variety of sales 
venues, sometimes extending to large retail 
chains. The intermingling of counterfeit 
goods with legitimate ones 
lessens the risk of detection, 
widens the scope of distribution 
and increases the likelihood 
that consumers will unwittingly 
receive unsafe counterfeit 
goods. Across the country, 
multiple criminal groups are 
involved in the manufacturing, 
importation and distribution of 
counterfeit products. 


In addition to fake products putting lives at risk, 
Counterfeiting costs the Canadian economy billions annually 
through loss of employment, government revenues, and funds 
diverted from legitimate businesses to organized crime. 

R.J. Falconi, Vice-President, General Counsel and 


Corporate Secretary, Canadian Standards 
5 Association (CSA) Group 


Report 


Canada continues to be a destination and 
transit country for smuggled and trafficked 
individuals, with some people forced 

into labour or sexually exploited in 
environments such as private clubs and 
massage parlours. However, the scope of 
these criminal activities in Canada is a small 
percentage of the international (or even the 
North American) criminal market. 


A to the United Nations 


Convention Against Transnational wate ; 
: A significant number of unrecovered vehicles 


Organized Crime, human smuggling refers especially newer luxury models) are typically 
to the facilitation of illegal entry of a smuggled by criminal groups to foreign 
person into a country for financial gain- markets concealed in containers and moved 
through the marine ports of Vancouver, 
Montreal and Halifax. Other vehicle theft 
schemes of note include stripping vehicles of 
means of coercion. deceit or violence parts for re-sale and exporting leased vehicles 


for the purpose of exploitation. after declaring them stolen. 


In contrast, human trafficking involves 


the displacement of an individual by 


T he Insurance Bureau of Canada 
estimates that the costs associated 


Approximately 170,000 vehicles are stolen with vehicle theft exceed one billion 
each year in Canada, with Toronto and dollars annually. resulting in theft 
Montreal being major source locations. 
According to the Insurance Bureau of 
Canada, the current rate of recovery of stolen 
vehicles is approximately 70% nationally. 


coverage premiums averaging $43 per 


insured vehicle- 
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« Street gang presence 
_ (not necessarily a permanent presence) 


© Greater street gang presence 


NewFoundlan 
& Labrada 


New Scotia 


Brunswick 
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Feature Focus 


Street Gangs in Canada 


litved uthiow 


Street gang is a term that law enforcement in Canada has traditionally used to categorize crime groups that 
consist predominantly of young males from a similar ethnic background who have a group name identifier that 
may be complemented with common gang paraphernalia, tattoos, clothing and induction rituals. As well, they 
were often engaged in lower levels of criminality usually based within a specific geographical area, particularly 
larger urban centres, and in some manner linked to the illicit drug trade. 


The challenge for law enforcement is to adapt © This profile continues to have some validity, though emerging street 
constantly in order to effectively respond to organized © 888s May be more multi-ethnic in their membership with an increased 
presence within smaller urban communities and rural areas. The 


crime groups that form alliances in order to achieve majority of street gangs across Canada still operate at a lower level of 


their goals. Intelligence is the key fo success. criminality, with no apparent ambition or capability to expand from 
Chief William Blair their defined area of operation. Some street gangs are more sophisticated 
A Police Soniice than others and are capable of multiple higher-level criminal activities 


within a criminal market and with an expanded geographical scope. 


Street gang activities often impact more 
directly on the general public as well as the 
operations of law enforcement. Street gang 
criminality in many jurisdictions is a daily 
occurrence requiring a constant allocation of 
police resources. Street gangs pose a further 
public safety threat through their high 
propensity for violence. While most organized 
crime groups will use violence to advance 
their criminal ventures, it is not typically 
utilized with the regularity, spontaneity 

and disregard for public safety displayed 

by street gangs. 


As street gangs are clearly a concern for Organized crime in the form of outlaw motorcycle gangs and localized street 
many Canadians, and because these groups —_gangs poses a significant threat to society both in terms of street crime and 
are a significant component of the Canadian —_itg accociated violence. However, the investment of the proceeds of crime in 


organized crime environment, they serve foaitimeta tags cppaagl aeiaiens thet 
as an appropriate topic for this year’ egiiimare DUSINESS ENTerprises 1S aN EVEN More InSIGlOus Mredt. 


Feature Focus. Chief Jack Ewatski, Winnipeg Police Service 
President, Canadian Association of Chiefs of Police 
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Genreval Trends 


Street Gangs are Organized crime 


Street gangs are very much a part 
the organized crime phenome 
Canada. While street gangs 


in existence for over ac in Canada, ae OO, 
their current form b emerge in the ——— 


1980s, perhaps i 
overall increase 4 


s. Currently, street gangs 
by their involvement in 

| trafficking of illicit drugs, 
to their use of specific gang 


Demographics 


Street gangs are primarily comprised of 
adults between the ages of 20 and 30 years, 
though some do have members under 18. 
ver 300 street gangs have been identified . There are multicultural street gangs as well 
in Canada, with an estimated 11,000 gang as those that are ethnically homogeneous. 
members and associates operating across, Gang composition is generally determined 
the country. The gangs are primarily local by the demographics of the community 

in scope, with only a limited number where the gangs are located. Previously, 
having inter-provincial and international street gangs were primarily concentrated in 
criminal links. While some Canadian street large urban centres across Canada. However, 
gangs identify themselves as Crips or cells within existing street gangs as well as 
Bloods, these gangs are independent emerging street gangs are now affecting 
from the U.S.-based Bloods or Crips. many other urban centres, rural areas and 
Aboriginal reserves. 


One of the main challenges we face is the persistent myth that organized crime 
iS exclusively a big city phenomenon. Intelligence shows that more and more. 
Organized crime has direct implications in some of the smallest communities 
across Canada, 


RCMP Assistant Commissioner Ian Atkins, 
Commanding Officer, H Division (Nova Scotia) 
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Street Gang Structure 


The structure of street gangs tends to be 
either family/friendship-based or hierarchical 
in nature. Some hierarchies have multiple 
cells that facilitate the street-level distribution 
of illicit commodities, particularly drugs and 
weapons. Ethnically homogenous gangs tend 
to operate within a fixed area and are 
generally found in lower income urban areas. 
This type of street gang is prevalent in the 
Prairies, Toronto and Montreal. 


Criminal Capabilities 


The majority of street gangs across Canada 
have lower-level criminal capabilities and 
are primarily involved in street-level crimes, 
such as drug trafficking or theft. However, 
several gangs have more sophisticated 
capabilities and are involved in criminal 
activities at a higher level than the average 
street gang. For example, the importation 
or production of illicit commodities like 
drugs or counterfeit goods generally 
requires a higher level of criminal 
sophistication than street-level crimes. 


Violence 


While street gang-related violence is not 

a new phenomenon, a recent increase in 
gang-related violence is being reported 
across the country. This violence is 

often related to street gang expansion, 
recruitment and encroachment on other 
criminal groups’ territory. The degree of 
violence utilized differs by region and gang. 
Street gang violence may be planned to 


Organized Crime 


promote and protect the gangs interests, 
such as targeting rival gang members or 
resources. However, gang violence can also 
be spontaneous and opportunistic, resulting 
in intentional or unintentional harm to the 
general public from drive-by shootings, 
street gang cross-fire and mistaken 
identities. 


Intimidation 


Murder, shootings, assaults, property 
damage and threats against law enforcement, 
corrections staff, justice personnel and 
crime witnesses continue to be reported 
across Canada. The threat of retaliation by 
the street gang, directed either at the 
individual involved or that person’s family, 
has at times impeded the justice system, 
resulting in withdrawn charges or reduced 
sentences. Witness intimidation remains a 
significant law enforcement concern as 
public fear of street gang retaliation has 
made some communities fearful of 
co-operatinging with police. 


im Canada 


Weapons 


Street gangs use a wide variety of weapons 
across the country including swords, 

knives, machetes, hammers, screwdrive 
and firearms. Illicit firearms used by 
gangs are typically acquired t 
residential or commercial th 
smuggled into the cou 
States. In some insta 


Or are 
the United 
treet gangs are 
iring these illicit 


Department of National Defence 


Range of Criminal Activities 


Street gangs are most prominently involved 
in illicit drug distribution and the sex trade. 
Their sex trade involvement nationwide 
includes street-level prostitution, escort 
agencies and exotic dancing establishments. 
Some gangs recruit women, including 
minors, into the sex trade and transport 
them to various locations across Canada — 
sometimes through intimidation and threats 
of violence. Street gangs are also active in 
robberies, home invasions and to a lesser 
extent, fraud, and the counterfeiting of 
currency and merchandise. 
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Illicit D Distribution 


angs are predominantly active as 
eet-level traffickers of crack cocaine, 
cocaine, marihuana and synthetic drugs. 
Other organized crime groups — like outlaw 
motorcycle gangs, Italian or Asian criminal 
groups — generally supply them the illicit 
drugs. Drug distribution methods and 
practices vary among street gangs. In 
Western Canada, street gangs operate 
mobile, street-level distribution networks 
commonly known as “dial-a-dope” 
operations. In contrast, street gangs in 
Ontario, Quebec and the Atlantic provinces 
tend to use specific locations that are 
informally designated by the gangs as 
trafficking zones. 


Money Laundering and the Use of 
Legitimate Businesses 


Most profits from street gang criminality 
are directed towards maintaining a 
particular lifestyle. A limited number of 
gangs are involved in money laundering 
and, to a lesser degree, purchasing 
legitimate businesses with the proceeds 

of crime. The majority of these businesses 
— such as restaurants and clothing stores — 
are used to advance criminal enterprises 
or promote gang-related interests. 


Report 


Exploitation of Correctional . . — 
Institutions 


Some incarcerated gang members are 
involved in gang recruitment and criminal 
activities inside federal and provincial 
correctional institutions, as well as 
occasionally influencing gang activities 
outside institutions. Gang members and 
associates continue to network within 
the correctional system, transferring 
information about criminal activities as well 
as promoting gang interests. In some cases, 
gang members mature criminally while in 
prison, demonstrating a greater awareness 
of law enforcement tactics upon release. 


Crhncial And 
Tevvitevial Overviews 


Yukon Territory, Northwest 
Territories and Nunavut 


Detecting, disrupting and dismantling organized crime activity is important, but 
we also must collectively be vigilant in not allowing organized crime te take 
foots in the first place. This only happens when the community Becomes 
involved with law enforcement, and takes steps to remove organized crime 
from their neighbourhoods. 


RCMP Assistant Commissioner Steve Graham, 
Commanding Officer, J Division (New Brunswick) 


There are no identified street gangs or 


gang activity in the Yukon or Nunavut. 
Members of Alberta-based street gangs are 
involved in the street-level trafficking of 
various drugs in the Yellowknife area of 
the Northwest Territories. 


British Columbia 


Most of the 20 street gangs identified are 
concentrated in the Lower Mainland with 
little gang-related activity in rural areas. 
Generally, street gangs obtain their supply 
of illicit drugs from Hells Angels chapters, 
Asian and independent organized crime 
groups. These drugs are often trafficked 
through “dial-a-dope” operations. A limited 
number of street gangs are able to create 
their own supply of drugs through the 
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cultivation of marihuana, production of 
methamphetamine and the importation of 
cocaine. Street gangs primarily distribute 
crack cocaine, cocaine, marihuana and t 
lesser extent methamphetamine. In 
to street gangs in other parts of t 


, with a primary involvement in 
g crack cocaine. Most street gangs 
illicit drugs from Asian criminal 

ps and outlaw motorcycle gangs. To 
esser extent, some street gangs receive 
llicit drugs from other crime groups based 
in B.C. Street gangs in Alberta, like their 
counterparts in B.C., tend to traffic drugs 
through dial-a-dope operations. Some 
gangs with multiple cells that operate 
drug trafficking networks throughout the 
province and stretch into neighbouring 
provinces and territories present 
particularly serious threats. Aboriginal 
street gangs are also prevalent in the 
province, trafficking street-level quantities 
of drugs between Edmonton and various 
Aboriginal reserves where gang members 
and associates may have family or personal 
ties. Firearms, particularly sawed-off 
shotguns, are used to undertake home 
invasions and robberies as well as to 
intimidate rivals and the general public. 


21 street gangs have been 

ntified in the province. Street gangs in 
Saskatchewan are active in urban and rural 
areas with gang associations and criminal 
activities extending to many Aboriginal 
reserve areas. Family and personal ties 
between gang members and communities 
facilitate gang-related interests and activities. 
However, conflict has emerged between 
street gangs and other organized crime 
groups over criminal market share and gang 
expansion into new territory. Currently, 
street gangs operate independently of each 
other and consequently operate locally. 
Following trends in violence and the use of 
weapons in B.C. and other Prairie provinces, 
street gangs use a wide variety of weapons, 
depending on the gang’ intention. 


Increased penetration by organized crime groups is expected as the economic 
Conditions in Newfoundland and Labrador begin to mirror other provinces. 


Chief Joe Browne, Royal Newfoundland Constabulary 
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Manitoba 


Of the 25 street gangs identified, most are 


concentrated in the Winnipeg area with some 
gangs active in rural areas and Aboriginal 
reserves. The demographics are representative 
of the multicultural urban communities in 
the province. Gang members tend to use 
personal and family associations within their 
respective communities in order to cultivate 
and maintain criminal markets, such as 
supplying illicit drugs. Similarly, gangs with 
Aboriginal members or associates that have 
links to rural and reserve areas capitalize 
upon those ties to recruit new members as 
well as further their criminal activities. 


Ontario 


There are approximately 80 street gangs 
currently active in Toronto with an 
additional 95 identified in the following 
regions of Ontario: York (Vaughan, Markham 
and Richmond), Peel, Waterloo/Kitchener, 
Thunder Bay, Niagara Falls and Ottawa. 

As in other parts of the country, street- 
level drug trafficking is the major criminal 
activity, particularly involving cocaine or 
crack cocaine, as well as marihuana and 
ecstasy. In addition, a number of street 
gangs are reported to be involved in street- 
level prostitution, with a few also linked 
to the production of pornography. In 
Toronto, street gangs may have distinct 
territories in low-income housing areas 
that are subject to regular incidences of 
violence, often firearm-related. The street 
gang presence within these communities 
can create an intimidating atmosphere and 


Organized Crime 


an he dangerous environment for its 
_ residents. Street gangs in the city often 
reflect the predominant ethnicity of its 


oe territory. 


Gun viol is prevalent among street 
gangs in the Greater Toronto Area with 
continued reporting of drive-by shootings, 
attempted murders and murders involving _ 
firearms. Firearms, particularly oo 
are the weapons of choice amongst — 
Ontario street gangs. Some gang members 
routinely carry a handgun that can be 
immediately displayed, or used, as a 
response to real or perceived threats 

or insults in their daily interactions. 


Organized crime tears at the fabric of our Society and makes victims of all 
law-abiding Canadians. 


Chief Mike Boyd, Edmonton Police Service 


in Canada 


Quebec 


There are approximately 50 established 
and emerging street gangs identified, 
most of which are ethnically homoge 
such as those of Caribbean or His 


- Quebec street gangs are 
broad alliances that can 


lances create even further 

ities for violent chance encounters 
iatory events involving rivals. Some 
s may have similar names but usually 
erate independently. Others have 
ssociations with other organized crime 
groups within the province, particularly 
involving Italian criminal groups or 

the Hells Angels. 


Various Caribbean-based street gangs are 
involved in the sex trade, in conjunction 
with the illicit drug trade. These gangs 

will often concentrate their efforts within 
either escort agencies and exotic dancing 
establishments or street-level prostitution. 
Similar to street gangs in Ontario, handguns 
are readily available to gang members for 
use in response to real or perceived 

threats or insults. 


Z20O06G Annual 


and emerging street gangs have 

n identified in Nova Scotia (10) and 
New Brunswick (7), with none identified 

in Prince Edward Island or Newfoundland 
and Labrador. They are typically involved in 
street-level drug trafficking of cocaine and 
crack cocaine. Some street gangs in Atlantic 
Canada are involved in the procuring of 
adult and underage females for exotic 
dancing and street-level prostitution. 

Street gang violence throughout the Atlantic 
provinces is generally less frequent and at 

a lower level than the rest of the country, 
rarely involving guns or knives. 


Report 


Looking to the Future q 


Criminal Marlon - 


The illicit drug trade in Canada is fed by a 
consumer demand that will not diminish 
in the near future. This market will continue 
to provide organized crime groups with their 
largest source of illicit earnings. Regional 
illicit drug markets should experience only 
temporary market fluctuations in supply 
driven by the dynamics of supply and 
demand. The much larger neighbouring U.S. 
consumer market and its greater potential 

for even higher illicit profits will continue to 
encourage an increasing domestic production 
of marihuana and synthetic drugs, 
particularly ecstasy and methamphetamine. 


Organized crime exists in more than one form. A challenge for police is to 
communicate with the public and officials in a way that explains and makes 
clear the continuum represented from street gangs through to international 
criminal enterprises. Organized crime needs to be recognized in its infancy as 
Well as in its maturity if we are to be successful in dismantling it. 


Chief Cal Johnston, Regina Police Service 


Criminal groups will remain involved in a 
variety of frauds throughout Canada, with 
the social and economic repercussions 
representing significant threats to both 
individual Canadians and financial 
institutions. Financial institutions will 
remain vulnerable to money laundering 
with criminal groups continuing to exploit 
the legitimate business community by 
laundering illicit proceeds, reinvesting 
criminal proceeds and undertaking activities 
like the illicit manipulation of stock markets. 


Organized crime in Canada will continue 
to pose serious safety threats to the public 
through involvement in criminal activities 
ranging from counterfeit goods, to human 
smuggling and trafficking, to the sex trade. 
In addition, criminal groups will continue 
to use violence and intimidation as a key 
method through which to deter witnesses 
and community crime prevention efforts 
and impede law enforcement and the 
judicial system. 


Organized Crime in Canada 


if Wee, Gangs 


Canadian street gangs will continue to 
pose lower-level criminal threats and 
_ remain involved in the illicit drug tr, 

and street-level prostitution as t 
primary criminal activities. 
use of violence is often s 


st Street gangs are not expected to 

volve into more sophisticated criminal 
organizations, although some key members 
or leaders will continue to increase their 

r, their capabilities and level of sophistication in 
criminal activities. 


Street gangs will continue to rely upon 
other criminal organizations for supplies 
of illicit drugs as the majority of street 
gangs do not have importation, cultivation 
or production capabilities. Several more 
sophisticated street gangs will continue to 
distribute illicit drugs to street gangs with 
more limited capabilities. 


2006 Annual Report 
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